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METHODOLOGY
Upstream’s research team continuously monitors and analyzes worldwide
automotive cyber incidents and investigates new attack strategies that
hackers may utilize. Upstream’s “Smart Mobility Cyber Attacks Repository”1
and AutoThreat Intelligence2 are updated regularly with every incident that is
analyzed by Upstream’s researchers, including detailed information such as
how the incident took place, who was impacted, attack origin, and more. To
create this report, Upstream’s research team analyzed 367 publicly reported
incidents since 2010, 155 of which are from 2019 as of December 7, 2019. It
is important to note that all of the incidents Upstream analyzes are published
by journalists, security researchers, CVE3 (Common Vulnerabilities &
Exposures), bug-bounty programs, and other online sources. Undocumented
incidents that have not been made public, including those by Upstream’s
internal security team, are not included in this report. While every effort is
made to discover and analyze each incident within this ecosystem, it is
unlikely that Upstream has been able to document every single one.
In analyzing each incident, Upstream takes a close look at the target
company, the type of organization impacted (OEM, service provider, fleet,
etc.), the attack vector used, the damage done, and how the attack was
carried out.
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THE SMART
MOBILITY
ECOSYSTEM

THE AUTOMOTIVE WORLD IS
ALREADY CONNECTED
The automotive industry is in the midst of a disruptive transformation, giving
rise to three growing trends: electrification, autonomous driving, and shared/
smart mobility. Increased connectivity plays an integral role in these growing
trends as technology advances at a fast pace to meet the demand for new
automotive business models based on services and features that improve
quality while creating safer, more enjoyable, and more effective driving
experiences. Meanwhile, millions of connected vehicles are deployed on
the road worldwide every year, with devices and mechanisms that control
acceleration, steering, and braking – all of which are exposed to remote
cyber attacks, which risks privacy, driver safety, and service continuity.

Connected vehicles are already here and
have inherent risks that can’t be ignored.
According to Juniper Research4, 775 million consumer vehicles will
be connected via telematics or by in-vehicle apps by 2023, rising from
330 million in 2018. A report by Consumer Watchdog5 states that most
2020-model cars in the US will already be connected to the internet when
sold. The top 10 car brands in the US account for 95% of car sales – and all
of them sell connected vehicles. The three top-selling manufacturers in the
US (General Motors, Toyota, and Ford) represent nearly half of the US market
and will sell only connected vehicles by 2020. All of General Motors’ new
vehicles are already connected today, while Toyota and Ford have stated that
all of their new vehicles will be connected by 2020. Other brands are quickly
catching up: Fiat-Chrysler will provide connectivity in all of their vehicles by
2022; 90% of Renault-Nissan-Mitsubishi vehicles will be connected by 2022.
Naturally, this affects how fleets are managed, especially as the number
and popularity of connected commercial fleets grow. According to Frost
& Sullivan6, 55% of trucks in North America and 43% of trucks in Europe
will be connected by 2025. These trucks will have various devices and
components collecting and transmitting data, such as route management,
GPS tracking, driver behavior, transit points, load conditions, and more, giving
fleet managers control over a wealth of data that is often sensitive and
confidential.
Connected vehicles are also affecting how services are provided to
consumers. In 2018, Amazon launched an “In-Car Delivery” service7 that
allows customers to have packages delivered directly to the trunks of their
cars, launching with General Motors and Volvo vehicles. Today, Amazon
has expanded the service to include additional connected models by
Ford, Lincoln, Honda, and Acura8. This requires that Amazon connect to
consumers’ vehicles and open their trunks in order to deliver the packages.

|5

MORE CONNECTED VEHICLES = HIGHER RISKS
Each new service and capability introduces additional risks, points of entry
for hackers, and opportunities for potential privacy breaches. As the use
of connected vehicles and smart mobility services increases, there is a
growing number of cyber, fraud, and data-breach incidents, threatening both
companies and consumers. Understanding these vulnerabilities and how
they can be exploited is key to mitigating the risks. Upstream’s research
team constantly classifies and analyzes incidents as they occur with the goal
of delivering this critical information.
This report takes a close and in-depth look at the entire connected automotive
industry, which includes connected vehicles as well as smart mobility
services. The goal of this report is to provide a clearer picture of the current
threats, trends, and solutions in the smart mobility ecosystem in order to
allow OEMs, connected fleets, smart mobility service providers, and MSSPs
(Managed Security Service Providers) to protect themselves, their vehicles,
and their customers against the threats they are expected to face in 2020.
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AFFECTED AUTOMOTIVE SEGMENTS
In 2019 alone, every segment in the smart mobility ecosystem has been
affected by security vulnerabilities and hacks, including consumers who
have had their vehicles and private information stolen. This report includes
incidents involving car-sharing services, OEMs, and even governments, to
name a few.
Commercial vehicles have also been targeted numerous times this year. In
June 2019, 14 cases were uncovered9 where criminals targeted commercial
vehicles like vans, taxis, minibuses, and luxury cars, hacked into them using
keyless entry relay attacks, and then demanded thousands in ransom for
their safe return. In some cases, victims’ families were threatened if they
contacted the police. In August 2019, the Public Prosecution Service and
Human Environment and Transport Inspectorate investigated the hacking
of trucks’ driving time and speedometers10 in the Netherlands and Belgium.
In May 2019, police reported 28 Mercedes Sprinter vans stolen11 using
keyless entry hacks in the UK.
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SPIKE IN
AUTOMOTIVE
CYBER INCIDENTS

RAPID AND CONSISTENT GROWTH
IN NUMBER OF INCIDENTS
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Over the past 10 years, the number of automotive cybersecurity incidents has
increased dramatically. In the past year alone, the number has doubled. As more
connected vehicles hit the road, the potential damage of each incident rises
exponentially, placing companies and consumers at risk.

99%
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GROWTH IN NUMBER OF
INCIDENTS SINCE 2018

94%

YOY GROWTH
SINCE 2016

TOP INCIDENTS IN 2019

JAN

FEB

The US Army’s
new cannon-armed
vehicles hacked
after cyber-attacks
were launched
against the
vehicles’ systems,
degrading the
capabilities of the
Infantry Carrier
Vehicle-Dragoon.14

FEB

Uber and Lyft
accounts hacked
as part of a
growing trend in
which hackers use
rideshare accounts
along with stolen
credit card data to
launder money.13

MAR

Toyota announces
a second security
breach in five
weeks after hackers
accessed servers
that stored sales
information of 3.1
million customers.16

MAR

Viper and Pandora
smart car alarm
systems had major
security flaws that
affected 3 million
cars. Hackers were
able to remotely
take over accounts
and track and
control vehicles.15

APR

Hacker broke into
thousands of iTrack
and ProTrack user
accounts, enabling
him to monitor the
locations and turn
off engines of tens
of thousands of
vehicles.18

APR

Car2Go’s car-sharing
app hacked in
Chicago resulting
in over 100 stolen
cars.17

JUL

Security vulnerabilities
found in smart
trackers by Teletrac
Navman, Global
Telemetrics, and
LoJack, allowing
hackers to take over
accounts, track cars
in real-time, extract
personal data, and
more.20

AUG

Exposed database
at Honda allowed
anyone to see
which systems on
its network were
vulnerable to security
flaws, potentially
exposing 134 million
rows of employee
systems data.19

AUG

Thieves have been
caught on camera
stealing a Tesla in
under 30 seconds
using keyless entry
hack.22

AUG

Mercedes-Benz
admitted to
sharing car-owner
information and
vehicle-location
details with thirdparty bailiffs and
recovery firms who
repossess cars.21

AUG

A mobile app
Mercedes-Benz
car owners used
to remotely locate
and start their
cars displayed
other people's
account and vehicle
information.24

OCT

Source: Upstream Security

ADAC tested
237 cars by 33
brands, and 99%
of them contained
vulnerabilities that
enabled criminals to
easily hack them in
minutes to unlock
the vehicles and
drive away.12

Trucks' driving
time and speed
meters hacked in
the Netherlands and
Belgium.23

THE MAJORITY OF INCIDENTS IN 2019 ARE BLACK HAT

57%
BLACK HAT

38%

WHITE HAT

WHITE HAT
BLACK HAT

5%

OTHER

Unlike white hat attacks which are carried out with the purpose of warning
companies and consumers of security vulnerabilities, black hat attacks are
carried out by criminals with malicious intent, interested in ransom, theft,
selling private data to the highest bidder, or simply causing damage.
As the use of connected vehicles becomes prevalent, black hat hackers
are taking advantage of every vulnerability they can in order to access and
sell private data, steal vehicles, disrupt services, and more. Information
can easily be found online showing even amateur hackers how to exploit
vulnerabilities. In October 2019, car thieves learned how to hack vehicles’
key operating systems25 from YouTube tutorials. In many cases, these
attacks can completely disrupt businesses and cost companies millions.
In September 2019, a hacker infected German car parts manufacturer
Rheinmetall Automotive with malware26. The company manufactures parts
for plants in Brazil, Mexico, and the US. According to Rheinmetall Group,
the manufacturer’s parent company, the incident will likely cost 3-4 million
euros a week.
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57%
OF INCIDENTS
IN 2019 ARE
BLACK HAT

Source: Upstream Security

Black Hat vs. White Hat Incidents in 2019

Numerous vulnerabilities have been exposed in 2019 that criminals can
take advantage of to affect millions of vehicles on the road as well as their
occupants.
In August 2019, researchers exposed keyless entry vulnerabilities in seven
car models27 by Audi, BMW, DS3, Ford, Land Rover, and Mercedes-Benz.
The researchers were able to break into all of these models in seconds. In
April 2019, a hacker accessed thousands of accounts28 belonging to users
of smart vehicle trackers iTrack and ProTrack. As a result, he was able to
monitor vehicle locations, access private information, and even control
vehicles by shutting down engines while the vehicles were in motion. This
incident affected thousands of vehicles in South Africa, Morocco, India, and
the Philippines, and exposed the potential for immense damage had this
been a criminal with malicious intent.
Not all incidents are the result of criminal hackers or researchers. There
are incidents which are the result of corporate activities or where private
information is unintentionally discovered by consumers.
 In August 2019, Mercedes-Benz admitted to sharing car-owner information
and vehicle location with third-parties29 and in October 2019, a mobile app
Mercedes-Benz users used to remotely locate and start their cars displayed
other users’ account and vehicle information30.
 In July 2019, the government of India admitted to sharing private data31
such as vehicle registration, licenses, residential addresses, emails, and
phone numbers with private and government agencies.
 In March 2019, researchers discovered that crashed Tesla vehicles, sold at
auctions and in junkyards, still contained personal and unencrypted data32.
 In October 2019, a man kept the remote control of a rental Ford Expedition33
after returning it to Enterprise Rent-a-Car. The remote control was connected
via the FordPass mobile app, which allowed him to track, lock, and unlock the
car as well as start and stop its engine.
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BUG BOUNTIES INDICATE HIGHER AWARENESS
Bug bounties are programs in which companies offer monetary awards to
hackers and researchers for finding and reporting security vulnerabilities in
their servers and products. They are common among software companies
and are starting to gain popularity among smart mobility organizations as
well. While relatively new in the automotive industry, the use of bug bounties
indicates a growing awareness of the vulnerabilities and potential damage
should they be exploited.
Most OEMs’ bug bounty programs involve the reporting of vulnerabilities in
a full range of assets, including hosts (domains, websites, backend servers,
etc.), mobile apps, connected vehicles, and the systems within them.
Smart mobility service providers like Uber and Grab are mainly focused on
vulnerabilities in their services and the ability to access user or employee
data without authorization.
Usually, bug bounty programs request that researchers act in good faith
to avoid privacy violations, destruction of data, interruption or degradation
of services, and that they comply with all applicable laws. They are also
cautioned on safety issues, such as not modifying a vehicle in a manner that
could compromise the safety of vehicle occupants, pedestrians, or others on
the road. Bug bounties usually include a “Safe Harbor” policy which states
that the company agrees not to pursue a civil action against researchers who
take part in their vulnerability disclosure program.
While the use of bug bounties indicates growing awareness, it also sheds
light on the large number of vulnerabilities that exist to begin with. Ford had
over 1,500 solved reports34 since they started submitting bug bounties on
HackerOne platform in January 2019, a fast rise compared to other
companies.

Uber currently has over 1,300 solved
reports35, totaling $2.3M in awards since
they started in December 2014.
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Smart Mobility and Automotive Bug Bounties

Company

Program
Started

Additional Information
Additional
Information

Bug Bounty Program

UBER

December
2014

1,345 resolved reports. Total bounties paid:
$2,317,163. Average bounty range: $500 - $750.
Top bounty range: $4,000 - $50,000

https://hackerone.com/uber/hacktivity

GRAB

August
2015

369 resolved reports. Total bounties paid:
$409,426. Average bounty range: $200 - $250. Top
bounty range: $2,000 - $10,000.

FORD

June 2017

1,505 resolved reports.

https://hackerone.com/ford/hacktivity

GENERAL
MOTORS

January 2016

1,035 resolved reports.

https://hackerone.com/gm/hacktivity

TESLA

2014

$100 – $15,000 per vulnerability, 417 resolved
reports. Average payout (Aug-Oct 2019): $1,352.

TOYOTA

February
2018

349 resolved reports.

FCA

July
2016

$150 – $7,500 per vulnerability,
117 resolved reports. Average payout
(Aug-Oct 2019): $2,481.25

TOMTOM

April
2019

71 resolved reports.

LYFT

May
2019

https://www.lyft.com/security

BLABLACAR

April
2018

https://yeswehack.com/programs/
bug-bounty-program-blablacar

BMW

2015

https://www.bmwgroup.com/en/
general/Security.html

DAIMLER
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https://bugcrowd.com/tesla

https://hackerone.com/toyota/

https://bugcrowd.com/fca

https://hackerone.com/tomtom/

https://www.daimler.com/whitehat/

Source: Upstream Security

https://hackerone.com/grab

An example of a vulnerability exposed by this program was reported to Uber
in September 201936 by an Indian hacker. The vulnerability allowed him to
take over any user’s Uber account, including those of partners and Uber Eats
users. This was done by inserting another user’s UUID into Uber’s public API
and retrieving personal information from the victim’s account along with their
mobile authentication token in order to make requests to the mobile APIs.
Uber paid the hacker $6,500 for reporting the vulnerability.
Companies are clearly willing to invest massive resources to mitigate
risks, with compensation varying anywhere from $10 to tens of thousands.
Grab pays $50 to $12,000 per bounty with most bug bounties paying $100,
$200, and $1000. Uber usually pays $10 to $50,000, with most bounties at
$500, $1000, and $3000. Tesla’s bug bounty program started in 201437 with
compensation ranging from $25 to $15,000, and was the first non-private
bug bounty program in the automotive industry. In March 2019, two young
hackers exposed a security bug in the Tesla Model 338 and received their own
Model 3 along with $375,000.
In August 2017, hackers reported a key-fob vulnerability39 as part of Tesla’s
bug bounty program. Tesla addressed the vulnerability by adding improved
cryptography and an additional “Pin to Drive”40 feature. That case was
published in August 2018. The same hackers hacked the key fob again41 and
reported to Tesla in April 2019 as part of the bug bounty program, followed
by an over-the-air software update by Tesla. The case was published in
August 201942.
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LAW ENFORCEMENT AND ARRESTS ON THE RISE
This year, Upstream researchers have seen a growing number of arrests and
lawsuits related to cyber incidents. This trend may indicate more awareness
by law enforcement and governments as they pass and enforce laws against
these types of crimes.
In June 2019, fifteen people were indicted43 in Lille, France for the theft of at
least 65 cars. The suspects allegedly stole Peugeot and Renault vehicles by
hacking their electronic systems, and then sold them in the south of France
and the Swiss border.
In May 2019, 5 thieves were arrested44 in Malaysia following a series of at
least 11 vehicle thefts. Police stated that the suspects used a computerized
system to hack the cars’ locking systems and disable the alarms. Various
tools were seized by the police during the arrest, including a car lock and
alarm hacking machine, smart keys, and more.
In January 2019, the US Supreme Court declined to hear Fiat Chrysler’s
appeal in the class action lawsuit45 over allegations that its Jeeps and other
trucks were vulnerable to hacking. This was one of the first legal cases
involving automotive cybersecurity risks. The plaintiffs allege that Fiat
Chrysler knew about the defects for years. Consumers have stated that they
would never have purchased the vehicles had the defects been disclosed.
In August 2019, following the publication of Consumer Watchdog’s recent
report46 on the cybersecurity vulnerabilities in connected vehicles, US
senators reached out to the National Highway Traffic Safety Administration
(NHTSA)47 and demanded that they take action in order to address these
vulnerabilities.
In June 2019, DealerBuilt, a provider of dealer management systems (DMS)
for auto dealers, settled Federal Trade Commission (FTC) claims48 related
to a data breach that the FTC said exposed personal information of more
than 12 million people. DealerBuilt’s inadequate data security practices
led to a breach of its backup database in 2016, which exposed personal
information. The hacker responsible gained access to unencrypted data, and
downloaded the data of more than 69,000 people. The settlement imposes
more specific security requirements, and requires company executives to
take more responsibility. This reflects the FTC’s new direction in data security
enforcement actions. The FTC stated in April that it’s been rethinking the
provisions in its orders, including improving third-party assessments of data
security and requiring senior officers to certify compliance every year.
This growing trend indicates an increase in the number and impact of
crimes, which can no longer be ignored, as well as increased awareness
by government entities of the vulnerabilities within the smart mobility
ecosystem.
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HOW
ATTACKERS
GET IN

MOST COMMON
ATTACK VECTORS
Breakdown of Top Attack Vectors Used 2010-2019

Cellular

27.22%

29.59%

Cloud

3.25%
In-vehicle network

By analyzing cases since 2010, Upstream has found that the three most common attack
vectors are keyless entry/start-engine systems, servers, and mobile apps. The numbers
above indicate the percentage of total incidents where each attack vector was used.
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Source: Upstream Security

3.55%
OBD dongle

4.14%
Cellular network

5.03%
ECU/TCU/GW

4.44%

5.33%
Wi-Fi

Bluetooth

5.33%
Sensors

Infotainment

OBD port

Mobile app

Servers

Keyless entry/Key fob

7.69%

10.36%

12.72%

Mobile

SIGNIFICANT INCREASE IN
KEYLESS-ENTRY/KEY-FOB ATTACKS
Key-fob hacking is the most popular attack vector used in 2019, representing
38% of incidents analyzed by Upstream compared to 30% overall since 2010.
Key-fob attacks have been used in both white hat and black hat incidents,
exposing serious vulnerabilities.
A number of research incidents in 2019 stood out due to their scale and the
vulnerabilities that were discovered, potentially affecting millions of vehicles
on the road:
 In January, 237 keyless-entry vehicle models by 33 different
manufacturers49 were tested by German General Automobile Club (ADAC).
99% were found to be vulnerable with wireless key flaws, enabling criminals
to remotely unlock cars using wireless transmitters and drive away.
 In March, 11 cars by 8 different manufacturers were tested for insecure
keyless entry systems. Six of the vehicles were found vulnerable50, including
Ford Mondeo, Hyundai Nexo, Kia Proceed, and Porsche Macan. The
vulnerable vehicles had no way of preventing relay attacks and thefts that
mimic the keyless entry system without having physical access to a key.

KEY-FOB
VULNERABILITIES
EXPLOITED IN

38%

OF ALL INCIDENTS
IN 2019

 In June, car models by DS3, Mazda, Toyota, and Volvo were found vulnerable51
to keyless entry relay attacks which made them susceptible to theft.
 In August, researchers tested seven different car models by Audi, BMW,
DS3, Ford, Land Rover, and Mercedes-Benz, all of which were fitted with
keyless entry and start technology. Researchers were able to break into all of
them52 in a matter of seconds.

IN 2019,
CYBER CRIMINALS
(BLACK HAT) WERE
RESPONSIBLE FOR

75%

OF ALL KEYLESS
ATTACKS

It is clear that criminals are taking advantage of these vulnerabilities.
In 2019, three interesting cases were published in which the criminals
were caught on CCTV:
 In January, criminals using electronic devices to steal vehicles were
caught on CCTV stealing a BMW53 from the victim’s driveway of her
home in Berkshire, UK.
 In February, two thieves used a relay device in the UK to steal a
£30,000 Audi in only 40 seconds54. CCTV showed them using the
relay device to trick the security system of the keyless-entry car into
unlocking itself before stealing it from the driveway.
 In June, a man was caught on CCTV using a scanning device to break
into a vehicle within seconds55. This was a remote, short-range attack
that occurred in the UK.
Suffice it to say, not all criminals are caught on camera. In October 2019,
a series of vehicle break-ins occurred in Canada where criminals used
close-range key-fob hacks to enter vehicles56, including a Lexus 2014
which contained valuable items. That same month, in India, a gang of
car thieves stole four-wheelers57 by hacking the key operating program,
something they learned to do by watching YouTube tutorials.
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SERVER ATTACKS CAN AFFECT
MILLIONS AND DISRUPT CITIES
Server attacks involve a range of server types including telematics
command-and-control servers, database servers, web servers, and more.
These attacks are remote and long-range, which means the hackers do not
need to be anywhere near the vehicles in order to access sensitive data and
even control the vehicles. This attack vector is common in other industries
as well, which means that hackers are more experienced with it and it is
more likely to be in their comfort zone compared to vectors that are unique
to the automotive industry. When someone gains access to a telematics
server, they then have access to everything connected to it, including apps,
data, and all its connected vehicles. This can lead to multi-vehicle or fleetwide attacks, which are extremely risky to all parties involved, from OEMs,
telematics service providers, and companies who manage fleets to the
drivers themselves. Multi-vehicle attacks can also disrupt entire cities.
According to research conducted in 201958, “Randomly stalling 20 percent of
cars during rush hour would mean total traffic freeze. At 20 percent, the city
has been broken up into small islands, where you may be able to inch around
a few blocks, but no one would be able to move across town.” Hacking only
10% of all cars during rush hour would debilitate traffic enough to prevent
emergency vehicles from expediently cutting through traffic.

25%
OF INCIDENTS IN
2019 INVOLVE
SERVER ATTACKS

In July 2019, 20 car industry engineers and insiders came together as
concerned consumers to prepare a Consumer Watchdog report named “Kill
Switch: Why Connected Cars Can Be Killing Machines and How to Turn
Them Off”59. The report warned that all top 2020 vehicles will have internet
connections to safety-critical systems, leaving them vulnerable to fleet-wide
attacks. It also stated that a fleet-wide hack at rush-hour could result in a
catastrophe at the scale of 9-11 with approximately 3,000 deaths. The goal
of this report was to shed light on this serious security concern and force
companies and governments to do something about it and improve the
security and safety of vehicles.
This isn’t the first time consumers stepped up to make a change. Throughout
the 1960s to the 1980s, a US citizen by the name of Ralph Nader60 testified
before congress, drafted legislation, organized citizen letter-writing and
protest efforts, and more with the goal of addressing consumer rights and
public accountability for automotive safety. He is credited for the enactment
of the Freedom of Information Act, Consumer Product Safety Act, and more.

"
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In a connected world, cybersecurity is as
fundamental to your safety as the brakes.
CEO of Jaguar Land Rover, Sir Ralf D Speth61

"

While it may seem futuristic and theoretical, it’s far from it. In April 2019, a
hacker by the name of L&M hacked into thousands of iTrack and ProTrack
user accounts62. These telematics tracking devices are used to manage and
monitor connected vehicles around the globe. The hacker was able to use
a script to brute-force millions of users via the apps’ APIs communicating
with the back-end servers, and gain access to 27,000 accounts in South
Africa, Morocco, India, and the Philippines. This enabled him to track the
location of tens of thousands of vehicles around the world, access sensitive
PII, and physically control the vehicles, such as stopping the engine while
the vehicle was in motion. The implications of such a hack are immense, not
only compromising sensitive information of thousands of users but also the
safety of drivers and bystanders at the push of a button.
In August, researchers found vulnerabilities in three smart car tracker
app APIs63, Tracker Touch, TrackStar, and SmarTrack. They discovered
authorization vulnerabilities that allowed hackers to take over accounts in
the back-end servers, track vehicles in real-time, suppress and delete theft
alerts, control vehicles, and extract personal data. One vulnerability in the
SmarTrack tool from Global Telemetrics allowed researchers to permanently
turn on the immobilizer without the customer knowing. Researchers used
this method to hack a vehicle in Greece and disable it remotely from the UK.

MOBILE APPS USED TO HACK
VEHICLES AND SERVERS
Mobile apps have become an important part of consumers’ lives in almost
every aspect, from social media to productivity management and work.
Connected vehicles are no different, and smart mobility service providers
as well as OEMs often provide their users and customers with mobile apps
to allow for fast and easy accessibility and control. While this has made the
user experience more convenient and efficient, it has also introduced another
element into the connected vehicle environment, one that can be used as an
attack vector to access the vehicles and servers an app is connected to.
In March 2019, researchers at Pen Test Partners proved this by exploiting
major security flaws in two smart alarm systems64 made by Viper and
Pandora Car Alarm System, two of the largest smart car alarm makers in
the world with approximately 3 million customers. The companies provide
users with a mobile app that allows car owners to locate their cars as well
as unlock their doors. Researchers discovered that the apps’ APIs didn’t
properly authenticate for update requests, including requests to change user
credentials. By tampering with the mobile app parameters, they were able
to update user credentials without authentication and take over accounts,
allowing them to track and unlock vehicles remotely.
In April 2019, researchers discovered that the maker of a popular vehicle
telematics system left hardcoded credentials in its MyCar mobile app65,
leaving tens of thousands of vehicles vulnerable. Researchers showed how a
hacker could send commands to the MyCar unit installed within the vehicle
and even retrieve data from it in order to track its location or gain physical
access to the car.
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13%
OF INCIDENTS
IN 2019 INVOLVE
MOBILE APP
ATTACKS

28% of all mobile app-related attacks are carried out by black hat hackers.
In April 2019 in Chicago, thieves hacked the Daimler Car2Go car-sharing
app66, forcing the company to pause their entire service in the Chicago
area. The thieves were able to access and steal around 100 luxury vehicles,
resulting in expensive property loss, reputation damage to the company,
and lengthy downtime. Over a dozen arrests were made and some of the
vehicles were recovered, however, the damage could not be completely
undone.

REMOTE VS. PHYSICAL ATTACKS

82%

In physical attacks, the hacker must physically connect to the vehicle in
order to hack it. Remote attacks, which are more common, do not require
being inside the vehicle and can be either short-range or long-range attacks.
A short-range remote attack is usually within tens of meters from the
vehicle, while a long-range attack can be carried out from anywhere in the
world. Remote attacks have consistently outnumbered physical attacks
since 2010 and account for 82% of all attacks in 2019.

OF ATTACKS
IN 2019 ARE
REMOTE

Remote vs. Physical Attacks in 2010-2019
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KNOWN
VULNERABILITIES

AUTOMOTIVE CVE LISTINGS
CVE67 (Common Vulnerabilities and Exposures) is a program launched by
the MITRE corporation in 1999 to identify and categorize vulnerabilities
in software and firmware. CVE has since become an industry standard
for vulnerability and exposure identifiers. CVE entries, also called CVEs,
are publicly disclosed cybersecurity vulnerabilities and exposures. CVE is
sponsored68 by the US Department of Homeland Security, Cybersecurity
and Infrastructure Security Agency, and US-Cert. Each vulnerability is given
a catalog number, starting with the letters CVE. To date, there have been
22.97%
66 CVEs related to the automotive industry, 7 of which have been listed in
2019. There are currently over 120,000 listed CVEs across many different
15.41%CVEs seems like a
industries. Compared to that, the 66 automotive-related
small number, however, this only shows that the automotive industry is still
9.52sharing
%
in its infancy when it comes to publicly
this type of information. This
is especially clear when looking at the small number of CVEs compared to
the tens of thousands of components
a connected vehicle multiplied
8.68within
%
by the number of vehicles on the road. In addition, each one of those 66
vulnerabilities could potentially
5.04% affect millions of vehicles currently in use.

66
31.09%

27.17%

AUTOMOTIVE CVE
LISTINGS TO DATE

1.96%
1.68%

Top Companies with Listed CVEs

10

BMW
Agile Fleet

7

Tesla

NetArt Media
(Car Portal)

| 24

4

Ford

3

General Motors

3

Mobile Devices

3

Schneider

3

Vgate

3

Source: Upstream Security

6

Orpak

BMW currently has 10 CVEs69 listed. This includes dozens of vulnerabilities
discovered in May 2018 in the onboard units of BMW cars70 which
could be exploited remotely to compromise the vehicles. Agile Fleet
has 7 vulnerabilities, one of which includes Agile FleetCommander and
FleetCommander Kiosk71, which stored database credentials in cleartext,
allowing remote attackers to obtain sensitive information via requests to
unspecified pages. Tesla has 7 CVEs, one of which was discovered in March
2019, after researchers hacked a Tesla vehicle72 from its browser using a JIT
bug. In August 2019, a CVE was listed due to security vulnerabilities in the
Telenav Scout GPS Linkapp73 mobile app used by Toyota and Lexus vehicles,
leaving it open to brute force attacks on the authentication process and
making it easier for attackers to obtain multimedia-screen access.
Another interesting case involved a CVE and bug bounty, which resulted in a
cat-and-mouse situation between Tesla and hackers. As part of Tesla's bug
bounty program, a team of hackers was able to hack the Tesla Model S key
fob74 in August 2017, exposing a security flaw that enabled potential thieves
to clone a fob in seconds and steal the car. A CVE for this case was listed in
September 2018 as CVE-2018-1680675. Tesla responded by adding a layer of
security with “improved cryptography” on the key fob and an optional “PIN
to Drive” feature, which was published in August 201876. As part of the bug
bounty, the same group of hackers was able to clone the key fob once again
and reported it in April 201977. In August 2019, Tesla announced an over-theair software update78 to address the latest findings.

Tesla Uses Bug Bounties to Address Vulnerabilities

August 2017
BUG BOUNTY

Tesla Model S key
fob was hacked
as part of a bug
bounty. The security
flaw enabled wouldbe thieves to clone
the fob in seconds
and drive off. The
vulnerability was
listed as CVE2018-16806 on
September 2018.

August 2018
TESLA RESPONDS

Tesla rolled out
an extra layer
of security
with improved
cryptography on
the key fob and
optional "PIN to
Drive" feature.

April 2019

HACKED AGAIN

Once again, as
part of a bug
bounty, hackers
were able to clone
the key fob of the
Tesla Model S.

August 2019
TESLA RESPONDS

Tesla issued
an over-the-air
software update
to address the
vulnerability.

*The vulnerabilities were published after Tesla released the updates addressing them

| 25

SUPPLY-CHAIN VULNERABILITIES AFFECT
MILLIONS OF VEHICLES ON THE ROAD
Supply-chain vulnerabilities occur when there are insecure components
within a product’s supply chain that could potentially be exploited by cyber
criminals to hack the end product (i.e., vehicle). Vehicles have complex
supply chains involving devices in multiple tiers. A vehicle contains tier
1 components (e.g., ECU, infotainment system, etc.) which contain tier
2 components such as chips, and so on. Any vulnerability in the supply
chain places all of its elements and the entire product at risk. A flaw or
vulnerability in a tier 2 component manufactured by a third-party provider
affects the OEM directly.
There haven’t been as many documented supply chain vulnerabilities in the
automotive industry, however, each vulnerability that is discovered could
affect millions of vehicles already on the road. A good example of this is
the infamous Jeep Cherokee incident79 that occurred in July 2015. Hackers
discovered a vulnerability80 in the Harman infotainment system deployed in
multiple car models over several years. The vulnerability allowed them to
gain remote control of a Jeep’s engine while it was on the highway via the
cellular network. The company was forced to recall 1.4 million vehicles in
order to implement a software fix since the vulnerability was in the supply
chain and could not be patched over the cloud.
In August 2017, a remote code execution vulnerability (CVE-2017-9633)81
and stack-based buffer overflow vulnerability (CVE-2017-9647)82 were
discovered in telematics control modules83 (TCUs) built by Continental AG
that contained the Infineon S-Gold 2 (PBM 8876) cellular baseband chipset.
They were deployed in several car models by Nissan, Infinity, BMW, and
Ford. By exploiting these vulnerabilities, hackers can remotely execute
arbitrary code to disable the infotainment system and affect vehicles’
functional features. This vulnerability affected over 300,000 cars on the
road in the US, Europe, and Asia. Since then, the companies have taken
measures to address the vulnerability and newer vehicles without the
legacy chip are more secure.
According to the Consumer Watchdog report, an attack targeting
transportation infrastructure is a growing possibility, and with millions of
connected vehicles running on the same software, one single exploit could
affect them all simultaneously. The report states that a hacker with modest
resources could launch a massive attack, potentially causing thousands of
fatalities.
A more recent incident occurred in November 2019 when two vulnerabilities
were discovered in Tesla’s Model X and Model S84 Wi-Fi connectivity module
and were listed as CVEs. The first is CVE-2019-1358185, which is a heapbased buffer overflow that allows attackers to cause a denial of service or
execute arbitrary code via malformed Wi-Fi packets. The second is CVE2019-1358286, which is a stack overflow in the SDIO driver that could
lead to a denial of service or arbitrary code execution. These issues
were discovered in Marvel 88W8688 Wi-Fi firmware that is part of the
Parrot Faurecia Automotive FC6050W module used in Tesla Model
X and Model S manufactured before March 2018 – that means
hundreds of thousands of Tesla vehicles are affected.
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NOTABLE
IMPACTS

TOP IMPACTS
Impact Breakdown Over 10 Years

31.09%

Car theft/break-ins

27.17%

Control car systems

22.97%

Data/Privacy breach

Source: Upstream Security

15.41%

Service/Business disruption

9.52%

Location tracking

8.68%

Fraud

5.04%

Manipulate car systems
Policy violation

1.96%

Malware

1.68%

The above chart shows the impact of automotive cyber incidents over the
past 10 years. 31% of incidents in this time period involved car theft and
break-ins. Many incidents have more than one impact. One example is the
theft of 100 luxury vehicles87 in Chicago in April 2019, which involved theft,
fraud, and business disruption.
The second-largest impact is control over car systems. This is particularly
dangerous as it could place the lives of a vehicle’s occupants at risk. There
have been numerous incidents in which hackers were able to completely
take control of a vehicle, from starting the engine to disabling the brakes
while the vehicle is in motion.
Recent years show a surge in incidents involving fraud, manipulation of car
systems, service disruption, and theft/break-ins.
6

THEFTS AND BREAK-INS

4
3

Thefts are the most common impact of automotive incidents over the
3 92% of all thefts and
past 10 years, growing significantly in recent years.
break-ins in incidents Upstream has analyzed in 2019 involve keyless
3 the rise in keyless entry
entry attacks, showing a clear correlation between
attacks and thefts. This can be seen in the UK as more car thefts involving
keyless attacks are reported. The number of car3thefts has increased in
England and Wales since 2018 by 9%88. In 2019, the number of UK car
thefts in most regions rose by 38%89 due to the surge
3 in keyless entry
hacks. Research conducted by What Car? in August 201990 showed that
weaknesses in keyless entry systems placed vehicles at risk of being stolen
in seconds. Tests found the DS3 Crossback Ultra Prestige and the Audi
TT RS could be unlocked and started in 10 seconds while the Land Rover
Discovery Sport took 30 seconds.
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10
7

36%
OF INCIDENTS IN
2019 INVOLVED
CAR THEFT AND/OR
BREAK-INS

In February 2019, the BBC reported a theft epidemic91 in the West Midlands,
UK, with numbers tripling in 2018 since 2015 according to the Police and
Crime Commissioner (PCC). That same month a man was arrested in the UK
after stealing three Range Rovers92 from driveways in thirty minutes using
keyless entry technology that can be purchased cheaply online.
These incidents are not limited to the UK. In the US in May 2019, over half a
dozen cars were broken into93 overnight in Gilroy, California by hackers who
exploited a key-fob vulnerability. In Germany in March 2019, two vehicles
were stolen94 by criminals who cloned key-fob signals and enabled the “pushto-start” feature in BMW and Audi vehicles.

CONTROL OF VEHICLE COMPONENTS
Over 27% of all incidents in the last 10 years involved control over car systems.
This is a common impact among server-related attacks. When a server is
hacked, the hacker can then gain remote access to components within the
connected vehicle. In many cases, this can mean components within the vehicle
that control locks, engines, GPS, and more. In February 2019, a Pentagon report95
was released stating that “adversaries” successfully accessed systems in the
new 30mm cannon-armed vehicles used by the US army. They were able to
degrade select capabilities of the Infantry Carrier Vehicle-Dragoon (ICV-D). The
report did not go into detail about what specific systems were affected, however,
any disruption to systems such as data sharing, navigation, and communication
could risk US operations and American forces.
In August 2019, researchers tested 3 smart vehicle trackers and found a
vulnerability96 that enabled hackers to take over accounts and completely
immobilize vehicles. In March 2019, hackers exposed security flaws97 in two
popular smart vehicle alarm systems, allowing them to remotely take over
accounts, unlock doors, and shut down vehicle engines.

16%
OF INCIDENTS
IN 2019 INVOLVED
CONTROL OVER CAR
SYSTEMS

The impact is severe, more so when multiple vehicles can be affected
simultaneously, potentially placing lives at risk and disrupting entire cities.

DATA BREACHES AND THE DARK WEB

22%

OF AUTOMOTIVE
INCIDENTS IN 2019
INVOLVED DATA
BREACHES
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Over 23% of all incidents in the last 10 years involved data breaches. A data
breach can directly affect a company’s reputation and bottom line. According
to the Kings of the Monster Breaches98 report published in May 2019, three of
the largest data breaches of publicly-traded companies in the last three years
cost companies $347 million to date in legal fees, penalties, remediation costs,
and other expenses, and resulted in a 7.5% decrease in stock price after the
breach. That amounts to a market cap loss of $5.4 billion per company.
In February 2019, hackers targeted Toyota Australia99, affecting the
company’s operations nationwide after its site was offline and its phone
and email systems were temporarily unavailable. In March 2019, Toyota
announced a data breach100, the second cybersecurity incident in five weeks.
According to Toyota, hackers breached its IT systems and accessed the
data of several sales subsidiaries. The hackers accessed servers with sales
information on up to 3.1 million customers. In July 2019, a Honda database
was exposed101 allowing anyone to see which systems on its network were

vulnerable to unpatched security flaws, exposing the company’s weak points
to potential hackers. The server contained 134 million rows of employee
systems data from the company’s endpoint security service and contained
technical details of each device connected to the internal network. In
September 2019, over 198 million records102 containing information on
prospective car buyers were exposed online for anyone to see. The data
included names, emails, phones, IP addresses, physical addresses, and
other sensitive information. That same month, Toyota Boshoku Corporation,
a supplier of Toyota auto parts, reported an email scam that conned the
company out of 4 billion yen103. Attackers convinced someone with financial
authority to change the account information on an electronic funds transfer.
In many data-breach incidents, the data is sold on the dark web. In March
2019, researchers identified a hacker selling access to the admin panel of a
Chinese rail control system on the dark web104. Access would enable criminals
to manipulate train control systems, affecting over one million residents in
Hubei Province. In June 2019, hackers accessed photos of vehicle plates and
occupants105 that were taken at the US border control point. This type of data
is often sold and used for identity theft. In May 2019, another hack involving
the US government106 took place. Criminals hacked the maker of vehicle
license plate readers used by the US government and cities to identify and
track citizens and immigrants. Internal files were pilfered and were offered
for free on the dark web for anyone to download. Almost 65,000 files and
directories included locations and zip codes, images with names of drivers,
and files associated with presumed government clients like ICE.

BUSINESS AND SERVICE DISRUPTION
Business disruption is the third most common impact in incidents in 2019.
One surprising incident occurred in March 2019 when Uber deployed
“Surfcam” spyware107 against Australian competitor GoCatch. The company
was able to track its competitor’s cars and capture information about the
driver and vehicle with the goal of poaching GoCatch’s drivers. GoCatch
Co-Founder and CEO Andrew Campbell later stated that the incident “had a
massive impact on our business.”
Ransomware often results in business disruption as hackers block access
to critical systems or threaten to publish sensitive data unless a ransom is
paid. Norsk Hydro is one of the largest aluminum producers in the world, and
provides a number of services to car manufacturers, including transforming
aluminum ingots into components. In March 2019, Norsk Hydro was
hacked108 and had to temporarily shut down operations. The hacker used
ransomware to encrypt and lock computer files. That same month, a parking
garage used by employees of the Canadian Internet Registration Authority
(CIRA) enabled free parking without verification after computer systems were
infected by ransomware109.

Ransomware often results in business
disruption, which can lead to monetary
loss and affect citizens’ safety.
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20%
OF INCIDENTS IN
2019 RESULTED
IN BUSINESS
DISRUPTION

In most situations, business and service disruption results in monetary
loss, however certain situations can affect the safety of citizens when
critical services are disrupted. In July 2019, ransomware impacted police
vehicle laptops110 used by the Georgia State Patrol, Georgia Capitol Police,
and Georgia Motor Carrier Compliance Division. The ransomware infected
backend servers, disrupting the laptops’ connectivity and preventing police
from accessing crucial information.

FRAUD PREVALENT IN CAR-SHARING SERVICES
In July 2019, private-hire drivers in Singapore used modified apps of ridehailing companies like Grab and Gojek111 to bypass verification, fake their
location, cancel jobs without being penalized, and in some cases, view
private customer information. The Car2Go incident112 in April 2019 involved
the theft of 100 luxury Mercedes-Benz vehicles which the company claimed
was achieved by hackers using fraudulent means to access the vehicles via
the mobile app. Car2Go has been facing numerous fraud problems since it
began operations in the area. While a violation of Car2Go rules, it was not
unusual for customers to create legitimate accounts, check out high-end
vehicles, and lease them to non-members for short periods of time at inflated
prices. As a result of the fraud and thefts, the company shut down the app in
the entire Chicago area.
This isn’t the first time a company has faced business disruption due
to fraud113. When Enterprise CarShare halted its car-sharing service in
Chicago in 2017, it cited high rates of theft, vandalism, and fraud. In 2016,
when ReachNow began offering its service in New York, members found it
difficult to find vehicles as so many of them were disappearing. As a result,
the company suspended its service and switched to manually reviewing
applications. In some cases, hackers used scripts with lists of email
addresses and passwords to locate accounts with matching credentials.
Once an account was found, they would sign out cars and disable the GPS
tracker to make the car “disappear”.
In July 2019, Kaspersky published its car-sharing research findings114 after
researchers examined 13 car-sharing applications from manufacturers
across the world, including Russia, the US, and Europe. All of the apps had
security issues that could potentially be exploited by criminals to take over
vehicles either by stealth or fraudulent means.
In February 2019, Uber and Lyft accounts were hacked115 in a moneylaundering scheme as part of a growing trend of “ghost rides” where hackers
use a rideshare account with a stolen credit card to launder money. In
September 2019 in Manchester, hackers found private keys116 for a bus
company’s QR code ticketing app embedded in the app and were able to
create a “ride for free” code.
Not all fraud incidents involve car-sharing services. In April 2019, German
authorities detected fraud involving the pollution reduction system117 on
an increasing number of trucks. The fraud can be caused by an add-on
electronic device or by manipulating the onboard software. The same month
in the US, research found that 1.6 million vehicles118 on the road across the
US have the odometer rolled back to display false mileage.
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START YOUR TRIP

MANIPULATION OF AUTONOMOUS
VEHICLE SYSTEMS
Vehicle components and systems can be affected without taking control of
them. Hackers can manipulate systems with misleading information, which
can be particularly dangerous in autonomous cars. For example, instead of
controlling the sensors, hackers can control the data that the sensors detect.
According to researchers119, it is possible to trick an autonomous car by
altering street signs with basic stickers. While this may look harmless to the
human eye, AI used by self-driving cars can interpret them differently. The
researchers conducted an experiment involving “spoof” road signs, changing
words in a way that incorporates the original word. For example, by using
stickers, researchers transformed the “Stop” sign into a “Love Stop Hate”
sign. Human eyes would identify this as graffiti, but a self-driving car can
get confused, resulting in an accident. Multiple experiments were conducted
where researchers trained a “deep neural network” to read various road signs
in order to see what happens when the signs are altered. In one experiment,
the AI misread the speed limit sign, and in another, it interpreted the right turn
sign as a stop sign.
In July 2019, researchers manipulated a real vehicle120 using Deep Learning
to generate real-life adversarial traffic signs which were effective on vehicles
by various manufacturers. Also in July 2019, researchers uncovered
vulnerabilities of LiDAR-based autonomous driving detection systems121 by
using an evolution-based black box attack algorithm. Researchers used a
gradient-based approach and tested generated adversarial objects on the
Baidu Apollo autonomous driving platform, showing that such systems were
vulnerable to attack.
In March 2019, researchers misled a Tesla122 into the opposite lane by
implementing minor changes, such as interference stickers on the road.
Another incident that same month involved a Tesla where the vehicle was
hacked by its owner123. Tesla updated its autopilot-equipped fleet, giving cars
the capability to "see” traffic lights and give warnings if the driver is about to
run a red light. The driver took it a step further and got the autopilot to stop
itself at a red light.
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AUTOMOTIVE
CYBERSECURITY
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It is clear that awareness is increasing across the industry, and the potential
danger posed by automotive security vulnerabilities and cyber threats is
high. Companies are constantly searching for new ways to address these
vulnerabilities and threats in order to protect their products and consumers.

BUG BOUNTIES
Companies are turning to researchers and white hat hackers to help
them find vulnerabilities in their systems. Bug bounties are increasing in
popularity in the automotive industry. Companies like Uber, Ford, Tesla,
General Motors, and more are using them as a solution to improve their
products’ security.

IMPROVING SECURITY BY DESIGN
In July 2019, Kaspersky researchers analyzed the security of several
automotive devices124 such as OBD dongles, tire pressure and temperature
monitoring systems, OBD error code readers, smart vehicle alarm systems,
GPS trackers, and smart app-controlled dashcams. While minor security
vulnerabilities were uncovered, researchers were surprised to discover
that the security measures implemented were at higher levels than they
expected. Security by design is a critical part of ensuring the security of
connected vehicles and their components, however, it cannot be used as a
sole solution.
Car manufacturers are taking measures125 to protect their vehicles against
key-fob hacks. Six of the latest models by major manufacturers, including
Audi, BMW, Ford, and VW, have received high security rankings when
assessed against relay thefts following an improvement in their in-built
systems. Many now use motion sensors inside the key fobs to detect when
it has been stationary for a certain period of time. This triggers a “sleep
mode”, preventing the fob from responding to any attempts to relay its signal.
Functionality is restored only when the owner moves the key. Companies are
also creating infrastructures that enable remote security updates in order
to implement OTA fixes when new security vulnerabilities are discovered
without having to recall the vehicles. Tesla was the first to do this after a keyfob vulnerability was discovered as part of their bug bounty program.

MULTI-LAYERED SECURITY
When a vulnerability is discovered in a component, it is not always possible
for companies to update the technology for vehicles already on the road or
to address all possible security vulnerabilities. An ideal solution includes
in-vehicle security, automotive cloud security, and IT network security
to ensure all vulnerabilities are covered. By implementing a cloud-based
solution as part of a “defense-in-depth” approach, organizations can
achieve early detection for rapid mitigation.
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REGULATIONS AND ENFORCEMENT
Regulation and enforcement by governments and regulatory organizations
are important to address threats and vulnerabilities, holding not just
attackers accountable but also smart mobility companies. The rise in
connected vehicles on the road as well as the number of incidents is
concerning. As a result of a published consumer report, US senators
confronted NHTSA about the automotive cybersecurity risks and asked
what they were doing to address the problem. While regulation has yet to be
proposed, this is a step in the right direction, showing the power consumers
have to affect government regulations on matters of importance.
ENISA, the European Union Agency for Cybersecurity highlights the
importance of cybersecurity for connected cars in a new report126 that
provides information on assets, threats, good practices, and existing
legislative, standardization, and policy initiatives.
One of the cybersecurity standards currently under development is ISO/
SAE 21434127, created with the goal of incorporating cybersecurity at the
beginning of the automotive design process and enabling manufacturers
and suppliers to demonstrate due diligence in implementing cybersecurity
engineering.
The UK government published key principles of cybersecurity of connected
and automated vehicles128 with the goal of providing all parties involved in the
manufacturing supply chain with a consistent set of guidelines.
In the US, bipartisan effort to pass legislation129 to set cybersecurity and
other standards for autonomous vehicles failed in the previous Congress,
and lawmakers hoped to revive the effort this year. Senate Democrats
objected that the language in the AV START Act legislation did not do enough
to address consumer safety and cybersecurity issues, further delaying
legislation. According to a spokesperson for the House panel, the Senate
Commerce, Science, and Transportation Committee and the House Energy
and Commerce Committee are currently working on a bipartisan basis to
develop the bill.
In October 2019, Georgia court ruled that police require a warrant in order
to obtain data from a vehicle130, a decision which could impact vehicle and
consumer privacy.
A report by McKinsey131 claims more regulation is expected to come. In
April 2018, a regulation on autonomous vehicle testing and deployment
came into effect in California, requiring vehicles to meet industry standards
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for cybersecurity. In 2020, the World Forum for Harmonization of Vehicle
Regulations under the United Nations Economic Commission for Europe
(UNECE) is expected to finalize its regulations on cybersecurity and software
updates132, making cybersecurity a requirement for future vehicle sales.
Experts see this upcoming regulation as the beginning of an era of technical
compliance in the automotive sector.

VEHICLE SOC (VSOC)
Large vehicle OEMs are operating security operations centers (SOCs) or are
in the process of building one as a result of the rise and complexity of cyber
attacks targeting connected vehicles and their components. A SOC is used
to monitor, alert, and respond to cyber incidents in a timely manner to protect
the vehicles, services, fleets, and drivers.
A “vehicle SOC”, sometimes referred to as a “car SOC”, “mobility SOC”, or
“automotive SOC”, is a critical part in ensuring the security of connected
vehicles and the smart mobility ecosystem, allowing companies to
monitor their entire infrastructure and vehicles in real-time. There are three
recommended approaches to building a new vehicle SOC:
1. Organizations with an existing enterprise SOC can expand it to encompass
mobility, which would require adding specific platforms and changing
operating procedures.
2. Organizations that are just starting their SOC journeys can create a new
and dedicated vehicle SOC, which could also be used as another avenue for
business innovation and disruption by offering services to OEMs.
3. Organizations can choose to outsource the vehicle SOC to a managed
security service provider (MSSP) that has mobility-related security
capabilities in addition to IT security capabilities.
Whichever approach an organization chooses for its vehicle SOC, it is critical
to implementing effective automotive cybersecurity solutions.
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ABOUT UPSTREAM SECURITY
Upstream Security is the first cloud-based cybersecurity
solution built for protecting connected vehicles and smart
mobility services from cyber threats and misuse. Upstream’s
C4 platform leverages existing automotive data feeds to
detect threats in real time and delivers cybersecurity insights
supported by AutoThreat Intelligence, the first automotive
cybersecurity threat feed in the industry. Upstream Security
is privately funded by Renault Venture Capital, Volvo Group,
Hyundai, Nationwide Insurance, CRV, Glilot Capital Partners,
and Maniv Mobility.
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