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METHODOLOGY
As a leader in automotive cybersecurity and automotive cyber threat
intelligence, Upstream Security continually monitors and analyzes
worldwide automotive cyber incidents to protect the automotive
ecosystem from cyber threats and misuse.
Upstream's AutoThreat Intelligence provides detailed information
concerning threat actors’ behavior and possible vulnerable points of
attack that are unique to the automotive sector. Upstream updates its
“AutoThreat Intelligence Cyber Incident Repository”1 regularly with every
publicly-reported incident analyzed by Upstream’s team of researchers
and analysts, including detailed information about each incident
such as the geo-location of the attack, the attack impact, the attack
vector, and more. Certain details of the incident are publicly available
in the AutoThreat repository, with a full complete analysis available to
AutoThreat Intelligence customers.
This report was created by analyzing 633 publicly reported incidents
since 2010, 207 of them in 2020 as of November 25, 2020. It is important
to note that all incidents analyzed by Upstream have been published by
journalists, security researchers, bug bounty programs, verified Twitter
accounts of government and law enforcement agencies around the
world, the CVE (Common Vulnerabilities & Exposures) database, and
other publicly-available online sources.
Upstream also analyzed incidents identified throughout the deep and
dark web, including certain Telegram accounts and private forums.
These incidents are discussed in a separate designated section of this
report titled “AUTOMOTIVE THREATS IN THE DEEP AND DARK WEB” and
are not included in any charts or statistics in any other section.
While every effort was made to identify and analyze each cyber
incident within the automotive ecosystem, it is possible that additional
automotive cyber hacks or attacks occurred but were not reported or
documented, and thus not analyzed by Upstream in this report.
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CONNECTED VEHICLES ARE HERE TO STAY
By 2023, connected vehicles are expected to account for a quarter
of all passenger cars worldwide2. By 2025, connected vehicles will
comprise nearly 86% of the global automotive market3, and they’ll be
far more sophisticated than they were when GM launched what could
be considered the first “connected car” model in 1996 with only an
emergency call system. Since then, many more computerized systems
have been added, and vehicles will continue to evolve to include
additional personalization advanced technological capabilities. While
connected components and systems are critical to enhancing vehicles’
capabilities, advancing autonomous vehicles (AVs), and providing
better user experiences, they also introduce additional vulnerabilities
and entry points for hackers to leverage.

By 2025, connected vehicles will comprise nearly
86% of the global automotive market
Connected Vehicles
A report published by Consumer Watchdog in 20194 stated that the top
10 car brands sold in the US, including Toyota, GM, and Ford, account
for 95% of all car sales, with each company selling connected cars.
Some brands, like Mercedes-Benz, BMW, and Tesla, have already made
connectivity the norm in their new vehicles, and other OEMs are quickly
heading in the same direction5; Fiat-Chrysler will provide connectivity
in all of their vehicles by 2022 and 90% of Renault-Nissan-Mitsubishi
vehicles will be connected by 20226.
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Data and Telematics
Vehicles are considered “connected” when they share data between
servers, apps, and the vehicles’ various components to enable telematics
services, smart mobility services, and more.
There are 5 primary modes of vehicle connectivity:

Vehicle to
Infrastructure
(V2I)

Vehicle to
Vehicle
(V2V)

Vehicle to
Cloud
(V2C)

Vehicle to
Pedestrian
(V2P)

Vehicle to
Everything
(V2X)

Wireless exchange
of data between
the vehicle and
road infrastructure
to get information
about accidents,
construction,
parking, and more.

Data-sharing
between vehicles,
typically including
location, to avoid
traffic jams and
accidents.

Communication
between a vehicle
and cloud-based
backend systems
allowing the
vehicle to process
information and
commands sent
between services
and applications.

Communication
between vehicles,
infrastructure,
and personal
mobile devices
to inform about
the pedestrian
environment
enabling safety,
mobility, and
environmental
advancements.

Any data exchange
or communication
between a vehicle
and other objects or
road users, such as
traffic lights, road
markings, traffic
signs, etc.

Consumers expect their vehicles to perform tasks similar to their
computers and smartphones, and OEMs are adopting connectivity
solutions to boost their sales. By 2030, 30% of businesses may
rely on data-enabled services and shared mobility7.

Cyber Threat Landscape
The ever-growing cyber threat landscape continues to develop. According
to the AV-TEST Institute, the number of malicious programs (i.e., malware)
has increased dramatically over the last decade, from roughly 65 million
in 2011, to roughly 1.1 billion in the last quarter of 20208. There is also
an evident rise in software security vulnerabilities, which can be seen in
the number of registered CVEs; in the first 10 months of 2020, more than
11,000 CVEs were registered in NIST's National Vulnerability Database9.
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The rising number of connected vehicles, coupled with V2X
technologies, has increased vulnerabilities and entry points for hackers
to leverage. Traditional forms of cyber threats like ransomware, as
well as more automotive-specific threats targeting telematics services,
vehicle components, and the vehicles themselves, contributed to
the recent increase in the number of cyber attacks targeting the
automotive industry.
Data is a commodity in today’s world, so it’s no surprise that more data
leads to more cyber attacks. According to Intel CEO Brian Krzanich,
vehicles will generate and consume roughly 40 terabytes of data
every eight hours of driving10. Despite the benefits and improvements
that data adds to the automotive industry, its growth can create an
incentive for hackers to target connected vehicles. A statement by
the FBI assessed that “the automotive industry likely will face a wide
range of cyber threats and malicious activity in the near future as the
vast amount of data collected by Internet-connected vehicles and
autonomous vehicles become a highly valued target for nation-states
and financially-motivated actors."11
Cybercrime, including automotive-related cybercrime, is more profitable
than the global illegal drug trade, at $600 billion annually versus $400
billion12, and as the automotive industry becomes more connected with
more data and vulnerable software-based components, the profitability,
likelihood, and subsequent danger of automotive cyber attacks increase.

Cybercrime is more profitable than the global illegal
drug trade and is estimated at $600 billion a year

Cyber threats in the automotive ecosystem are especially worrying
due to the potential direct impact on road users’ safety and security.
Vehicles themselves can be dangerous; coupled with connectivity,
the modern vehicle is particularly jeopardous. Without effective
cybersecurity measures, connected cars may be prone to remote
attackers with malicious intent to cause physical harm. Vehicles’
connectivity leaves them vulnerable to fleet-wide attacks and multivehicle remote control, and in a worst-case scenario, one attack can
lead to the injury or death of hundreds or even thousands.
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STANDARDS AND REGULATIONS IMPACTING
THE CONNECTED VEHICLE ECOSYSTEM
Often, technology advances too fast for regulatory bodies to keep up.
This could be seen with the GDPR and other privacy laws formulated long
after companies began using and sharing users’ private data. Connected
vehicles are no different, and there are now new regulations recognizing
that automotive cybersecurity is vital for the safe use of connected cars.
Industry-wide recognition of cyber threats is evident in the recent 2020
adoption of the UNECE WP.29 cybersecurity regulations and the draft
proposal for the ISO/SAE 21434 standard. OEMs will be considered
responsible parties for vehicle homologation and will be required to
demonstrate adequate cyber-risk management practices throughout
vehicle development, production, and post-production, including the
ability to implement over-the-air (OTA) software security fixes (i.e., when
vehicles are already on the road).
As this report will highlight, the development and adoption of automotive
cybersecurity regulations indicate recognition of cyber threats and signal
a necessary paradigm shift in the automotive industry. Further details
about regulations and standards are provided on page 36.

THE EFFECT OF COVID-19 ON
THE AUTOMOTIVE ECOSYSTEM
Regulations were not the only disruptor in the automotive industry in
2020; the COVID-19 pandemic impacted every industry worldwide at
some level, with the automotive industry hit particularly hard. The global
economic trade impact of the pandemic was estimated at around
$5.7 billion13, and global vehicle sales were reported to have dropped
39% in March 2020 compared to March 201914. At the same time
however, registrations of battery-powered cars surged 23% in Europe
despite much of the continent being in lockdown15, while car sales in
general halved. The outbreak has led to factory closures, assembly-line
shutdowns, supply chain interruptions, and even some OEMs pivoting
their activities altogether, such as Ford which for a time, shifted its
production line to manufacture ventilators and PPE (personal protective
equipment). Most OEMs and Tier-1 companies experienced supply
disruptions in 2020 due to COVID-19, hampering the supply of raw
materials and components and leading to production delays.
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While COVID-19 slowed down many industries’ operations, cyber attacks
were on the rise. OEMs and smart-mobility service providers were
prime targets, and transportation was one of the five most-targeted
industries16. This is not surprising; according to Mimecast17, there’s
a greater than 95% chance that cyber attacks will increase as cyber
criminals exploit the confusion and disruption that the pandemic has
caused. The FBI issued multiple warnings regarding the rise in cyber
attacks, stating that their Cyber Division received as many as 4,000
complaints a day. Interpol also reported an “alarming rate of cyber
attacks” targeting all types of businesses. This included ransomware
attacks such as the attack on a trucking company in Massachusetts,
USA in April 202018, where hackers used the malware Maze to lock the
carrier’s system for over a week and made more than 781 megabytes of
the company’s data public online. A few months later, in August 2020,
a Volkswagen dealership in Germany was the victim of a ransomware
attack resulting in a major data leak that included invoices19.

THE DEEP AND DARK WEB
AREN’T SLOWING DOWN
The deep and dark web, including various private forums and Telegram
accounts, enable automotive cyber criminals to communicate with relative
anonymity. There are forums with detailed discussions on how to attack
connected vehicles, how to access sensitive data, or how to take over and
steal a vehicle. Even on the surface web, cyber criminals can easily find
online shops that sell hacking tools, services that disable immobilizers,
code grabbers, and complete tutorials on how to steal a car.
In the not-so-distant past, the dark web was primarily utilized for illegal
drug deals and questionable/illegal content. Today, it has evolved into
a marketplace of identities, credit card details, and other sensitive data
that can be exploited. According to McAfee and the Center for Strategic
and International Studies (CSIS), cybercrime greatly impacts the global
economy, costing $600 billion every year20; many of these crimes
originate on the dark web.
This report includes a detailed section on page 48 about the deep and
dark web and their role in the automotive industry.
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TOP 2020 CYBER INCIDENTS

4,118 vehicles
were stolen
in India with
cheap electronic
devices that
enabled the
thieves to
bypass the
engine control
module, unlock
the vehicle,
start the engine,
and access
the vehicles'
computer21.

A Mobileye 630
PRO and Tesla
Model X hack
fooled the ADAS
and autopilot
systems to
trigger the
brakes and steer
into oncoming
traffic22.

Hackers took
full control of an
OEM's corporate
network
by reverseengineering a
vehicle's TCU
and using the
telematics
connection to
infiltrate the
network24.

19 vulnerabilities
were found in a
Mercedes-Benz
E-Class car,
allowing hackers
to control the
vehicle remotely,
including
opening its doors
and starting the
engine23.

Hackers found
passwords and
API tokens for
Daimler's internal
systems after
source code of
a connected car
component was
made publicly
available25.

Hackers publicly
offered to
sell car rental
information
of 3.5 million
Zoomcar users
on the dark
web26.

Toll Group,
an Australian
transportation
fleet, was hit with
a ransomware
attack for the
second time in
2020, affecting
1,000 servers
and 40,000
employees27.

Honda stopped
production in
a number of
its plants after
its networks
in Europe and
Japan were
attacked with
the Snake
ransomware28.

More than 300
vulnerabilities
were found in
over 40 ECUs
developed by 10
Tier-1 companies
and OEMs29.

A hacker was
able to gain
control over
Tesla's entire
connected
vehicle fleet
by exploiting
a vulnerability
in the OEM's
server-side
mechanism30.
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WHO IS ATTACKING?
Over the past several decades, movies have created an image of the typical
hacker; a tech-savvy, hoodie-wearing loner sitting in a dark room with
numerous screens, tapping quickly and loudly at his keyboard trying to get
into a secure network. Today however, hackers have evolved alongside
advancing technologies and security measures, and organizations need to
understand the people behind the attacks in order to detect and stop them.
Hackers are typically divided into two primary categories:
Hat: White-hat hackers, in many cases researchers, usually do
• White
not have malicious intent; they typically break into protected systems
for security validation or to conduct vulnerability assessments.
White-hat researchers are often employed or rewarded by the hacked
company for reporting vulnerabilities.
Hat: Black-hat hackers are the other side of the coin, hacking
• Black
systems for personal gain or malicious means, and not for the good
of a company or society.

The Majority of Incidents Are Black Hat
Black Hat vs. White Hat Attacks 2010-2020

BLACK HAT

45.8%
WHITE HAT

49.3%

4.9%
OTHER

Over the past decade, from 2010 through 2020, black-hat hackers were
responsible for 49.3% of public incidents analyzed by Upstream’s team.
The above pie chart also includes incidents labeled as “other”, incidents
resulting from corporate activities where private information was
unintentionally leaked or discovered by consumers.

BLACK HAT

Source: Upstream Security

WHITE HAT
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In 2020, 54.6% of incidents were attacks
by black-hat hackers
One important differentiating feature between automotive black-hat
attacks and black-hat attacks within the IT realm is the consequence.
More closely aligned with cyber attacks on critical OT infrastructure,
such as health, energy, and governmental facilities, malicious automotive
black-hat attacks not only lead to service disruption or monetary loss,
but can result in injury or loss of life. In September 2020, a fatality was
reportedly linked to a cyber attack against a healthcare facility, where
a patient died after ransomware hackers targeted a German hospital35.
Following the upward trend of dangerous black-hat attacks against the
automotive and transportation industries, one can assume that a similar
life-threatening attack against the connected car ecosystem is not far
behind.
White-hat hackers are continually discovering new vulnerabilities,
either independently, through paying companies, or as part of a bug
bounty, where they are able to participate in responsible disclosure of
vulnerabilities in vehicles and connected services. Over the years, the
list of players running bug bounty programs has increased. In 2020,
OEMs, such as Tesla, GM, Ford, FCA, Daimler, and more all hosted bugbounty programs on platforms like BugCrowd, HackerOne, or their own
websites. Tier-1 suppliers, dealerships, delivery fleets, fleet management
companies, smart-mobility services, ride-hailing, and car-sharing
services also host bug bounty programs.
Since it began, Uber’s bug-bounty program has had more than 1,500
reported software vulnerabilities, with a 13% growth between 2019 and
2020. Payouts reached a new record in January 2020 when Tesla offered
$1 million and a car as a bug bounty reward31.
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While white-hat hackers may not have malicious
intent, the vulnerabilities they discover are no
less disturbing
While white-hat hackers may not have malicious intent, the
vulnerabilities they discover are no less disturbing. In April 2020, two
researchers hacked into a Ford Focus using an OBD-II connector and
laptop, allowing them to control the brakes, change the car's speed,
access the infotainment system, and more32.
Within the white-hat category are also “gray-hat” hackers who don’t hack
for malicious reasons but for their personal use. As more options arise for
OEMs to use data and connected services at a cost, hackers are looking
for ways to bypass security measures to gain access to these services
without paying.
In December 2019, a gray-hat hacker created an Android application using
an Arduino device to add features to multiple Mercedes vehicle models by
injecting CAN messages. The application enabled users to control door
locks, display custom text on the instrument cluster display, and control
the car’s electronic stability program (ESP) and hazard lights33.
These grey-hat hackers may seem harmless on the surface, but they
directly influence OEMs and service providers’ revenue by accessing paid
services without paying. Additionally, they can expose vulnerabilities
which can be exploited by hackers with malicious intent. In June 2020,
a hacker reverse engineered BMW's ConnectedDrive app to create an
open-sourced app that retrieves real-time vehicle charging information.
With additional development, hackers could control other connected
features and activate headlights, horns, and locks34.
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HOW DO ATTACKERS GET IN?
Attack vectors are the means by which hackers gain access; a single
incident can include multiple attack vectors. By analyzing incidents
since 2010, Upstream found that the three most common attack
vectors were servers, keyless entry systems, and mobile apps. The
numbers below indicate the percentage of total incidents in which
each attack vector was used.

Most Common Attack Vectors

3.07%
OBD-dongle

Source: Upstream Security

3.58%
Bluetooth

2.05%

3.75%
Wi-Fi

USB port/SD card slot

3.75%
In-vehicle network

2.39%

4.27%
ECU/TCU/GW

Cellular network

4.78%

7.00%
IT network

Sensors

7.00%
Infotainment

8.36%
OBD port

Mobile app

Keyless entry/Key fob

Servers

9.90%

26.62%

32.94%

Breakdown of Top Attack Vectors Used 2010-2020

16

Server Attacks
Server attacks involve a range of server types, including telematics
command-and-control servers, database servers, web servers, and
more. These attacks are remote and long-range, which means that
the hackers do not need to be anywhere near the vehicle in order to
access sensitive data and even control the vehicle.
Vehicles have been susceptible to cyber attacks since the
introduction of the OBD port in the 1990’s as it provided access to
the vehicle engine’s management systems. At the time however,
hacking a vehicle was cumbersome, requiring expensive hardware,
direct physical access to the port, and proprietary software. These
days, because of a vehicle’s connection to a server, cyber attacks
are more feasible, cheaper, and can be carried out remotely on entire
vehicle fleets at once. In February 2020, researchers detected 19
vulnerabilities in a Mercedes-Benz connected vehicle. They gained
access to the car's back-end servers by reverse-engineering the
vehicle's embedded SIM card which led to remote vehicle control36.
In April 2020, researchers from Pen Test Partners highlighted the
danger of a server attack when they were able to take full control of
the corporate network from the TCU37. The researchers manipulated
the TCU of a vehicle and discovered that they were able to utilize the
telematics connection to infiltrate the corporate network and gain
full control of the back-end servers using admin credentials. Though
not demonstrated in their research, the researchers could have
used network privileges to perform lateral movement and control
thousands of vehicles by taking over the telematics server.
One of the most telling incidents of 2020 highlighted the threat
of automotive cyber attacks when a researcher gained control of
an OEM’s entire connected vehicle fleet38. The hacker exploited a
vulnerability in Tesla's server-side mechanism to access Tesla's
network and view a repository of server images. One of the servers
accessed was the command-and-control server that communicated
with Tesla's fleet, including remote commands and diagnostic
information. A critical vulnerability in the server enabled the hacker to
control any vehicle in the fleet. If such a vulnerability was exploited by
a black-hat hacker with malicious intent, the results could have been
catastrophic, even endangering the lives of road users.

73%

GROWTH IN SERVER
ATTACKS SINCE 2019
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Keyless Entry
Unlike regular remote fobs, remote keyless entry fobs do not require
pushing a button on the fob to open the car’s doors; entry is enabled
when the key fob is in proximity to the car. Most keyless entry cars
also include keyless start technology, meaning that it not only
allows unlocking the car’s doors wirelessly but also starting the
car’s engine wirelessly and driving away. A keyless entry and engine
start attack is one of the most common attack vectors used to
break into and steal vehicles.
Keyless entry systems are basically made of electronic components
and embedded software. Security vulnerabilities or weaknesses in
the software will enable hackers to exploit them. Several research
findings published in 2020 presented an alarming picture as to the
state of keyless entry system security. In March 2020, Thatcham
Research assessed the security features of 13 new cars, and
found that 7 of them still had inherent vulnerabilities in their entry
system. Four of the vehicles did not pass the Thatcham relay theft
tests: Mazda CX-30, MG HS Excite T-GDI, Subaru Forester e-Boxer
XE Premium, and Vauxhall Corsa Ultimate Turbo 10039. That same
month, researchers discovered flawed implementations of the DST80
cryptographic algorithm in key fobs used by major OEMs in millions of
cars, allowing hackers to clone the keys and steal the cars40.
A number of vulnerabilities in keyless entry systems were
discovered in 2020 that enabled hackers to easily open locked
vehicle doors. In March 2020, researchers discovered that the
remote keyless system on Honda's HR-V 2017 sends the same RF
signal for each door-open request41. Once an attacker obtains the
frequency of the key fob and captures the “open door” transmission
sent from the fob, they can reuse the “open door” signal in a replay
attack, as the RF signal sent by the fob doesn't vary. Then, in July
2020, a researcher found a vulnerability in Tesla Model 3's NFC tag,
allowing him to perform a relay attack by leveraging the signal of a
legitimate NFC tag associated with the vehicle to open the door42.
Keyless entry attacks are carried out by more than just researchers and
white-hat hackers. In July 2020, a tech firm from Bulgaria sold devices
resembling old Nintendo Game Boys for £20,00043. The devices were
marketed as "advanced locksmith tools" for car thieves, and were used
to unlock car doors by recording wireless key signals and acting as a
responder that the car recognizes as an authorized remote.

25.3%
OF INCIDENTS IN
2020 INVOLVED
KEYLESS ENTRY
FOBS
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Mobile Apps
Mobile apps are common throughout the automotive industry and are
used by everyone from private car owners to truck drivers. At least 90%
of truck drivers today carry a mobile device with a tracking app, and
most large fleets have invested heavily in mobile apps to enhance their
services44. OEMs are making it possible to connect to their vehicle via
mobile apps, and companies like Google and Apple are trying to get their
technologies in the door as well. In August 2020, Google announced
that it expected their app, Android Auto, to be available in more than 100
million cars “in the coming months”45. The app mirrors features from an
Android device to a car's in-dash infotainment unit. Additionally, Buick
and Amazon have partnered to enable Alexa users to ask about Buick
vehicles from any Alexa device46.
While mobile apps have made the user experience more convenient and
efficient, they’ve also introduced another risky element into the connected
vehicle environment, where mobile apps can be used as an attack vector
to access the vehicle and the apps' back-end servers. Some connected
car mobile apps enable users to get GPS coordinates of a vehicle, trace
its route, open its doors, start its engine, turn on its auxiliary devices, and
more - all very useful features. However, vulnerabilities or weaknesses
in the way a mobile app works or communicates (i.e., software
vulnerabilities or hard coded credentials embedded in the mobile app
code, weakness in the mobile app's API or communication with the backend servers, or a weakness in the mobile app's back-end server) can result
in malicious exploitation and cause severe damage.
This was made evident in numerous cases in 2020. In August 2020, a car
owner in China discovered a bug in Tesla's app which displayed five cars
in Europe instead of his own car. He was able to view the information of
each car and even remotely control them as if he owned them47. White-hat
hackers have also discovered disturbing vulnerabilities involving mobile
apps in 2020. In February 2020, a researcher showed that users could use
a custom open-source mobile app to bypass the access pin and prompt
required by FordPass to remotely control various Ford vehicle functions48.
In April 2020, researchers exposed an unsecured S3 bucket of the MY
Renault app that exposed the activity and private information of hundreds
of thousands of app users in India49. These vulnerabilities could be
exploited to carry out massive-scale attacks that compromise sensitive
data and the safety of all road users.

Mobile apps were the 3rd most frequently
used attack vector from 2010 to 2020

9.9%

OF ALL INCIDENTS
2010-2020 INVOLVED
A MOBILE APP
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Remote vs. Physical Attacks
Remote vs. Physical Attacks 2010-2020

Remote access

Physical access

79.6%

REMOTE ACCESS

79.6%

OF ALL ATTACKS
BETWEEN 2010 AND
2020 WERE REMOTE

20.7%

PHYSICAL ACCESS

Source: Upstream Security

Most automotive cyber attacks can be divided into two main
categories; remote or physical attacks. Physical attacks require the
hacker to physically connect to the vehicle in order to hack it, while
remote attacks can be short-range from a few steps away from the
vehicle, or long-range from anywhere in the world. Remote attacks have
consistently outnumbered physical attacks since 2010, accounting for
79.6% of all attacks between 2010 and 2020. These attacks usually rely
on network connectivity (such as radio transmissions, Wi-Fi, Bluetooth,
3/4/5G networks, and more), and include wide-scale attacks that could
potentially threaten multiple vehicles on the road simultaneously.
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Physical attacks accounted for 20.7% of all attacks 2010-2020, and
16.4% of attacks in 2020 alone. One example took place in July
2020, when a hacker reverse-engineered Tesla's battery management
system and discovered hardware changes that would increase the
vehicle's power50.
Often, remote attacks are harder to detect and stop, and can lead
to significantly more damage. In January 2020, hackers used
Tesla's mobile app API to create an adaptation for desktops that
communicated with Tesla servers and could perform actions
remotely. This included tracking vehicle locations, controlling
temperature and locks, and turning off Tesla's sentry mode which
recorded suspicious activity around parked cars51.

77.8%

OF ALL INCIDENTS IN
2020 WERE REMOTE
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WHICH INDUSTRIES ARE IMPACTED?
Over the last decade, almost every segment in the connected vehicle
ecosystem has been impacted by cyber threats.
BIKE SHARING

OEMS

SMART
CITIES

TIER 1

GOVERNMENT
FLEETS / EMERGENCY
SERVICES

TIER 2

RIDE
HAILING

TSP / FLEET
MANAGEMENT
ELECTRIC
VEHICLES

TRAINS

PUBLIC
TRANSPORTATION

CAR SHARING

RIDE SHARING

CAR RENTAL

AUTONOMOUS
VEHICLES

CAR
DEALERSHIPS
INSURANCE

LOGISTICS &
DELIVERY FLEETS

OEMs and Tier-1 and 2 Suppliers
According to Forbes, to date, nearly every automotive manufacturer has
been hacked52. In addition to costly recalls, damage, and data leaks, cyber
attacks against OEMs and component suppliers have led to the shutdown
of factories. Such was the case in August 2020, when Honda had to stop
production in factories in Europe and Japan due to a ransomware attack
designed for industrial control systems53, and in January 2020 when a
cyber attack against car-parts manufacturer Gedia Automotive Group also
forced the temporary shutdown of the company54.
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Nearly every
automotive manufacturer
has been hacked
- Forbes

The interconnected reliance of OEMs on their suppliers and the
suppliers’ reliance on OEMs lends to a compounded risk of cyber
attacks. A vulnerability in a Tier-1 or 2 component can enable a
dedicated hacker to gain direct access to an OEM's network or the
vehicle itself, as was the case in May 2020 when a memory corruption
vulnerability was discovered in a Tier-2's ARMv7’s implementation of
GNU C library, ultimately allowing hackers to perform remote code
execution on the connected vehicle55.
Every integration of third-party components, software, and apps
introduces an additional threat vector that OEMs need to consider.
In August 2020, researchers assessed the security of 10 OEMs and
suppliers and evaluated the hardware and software of more than 40
ECUs in development. Within those, they found over 300 vulnerabilities56.
Often, the vulnerabilities found within software components are published
as CVEs (Common Vulnerabilities and Exposures) in a program launched
in 1999 by the MITRE corporation to identify and categorize vulnerabilities
in software and firmware. While CVEs are helpful to shed light on
critical vulnerabilities, they can also be exploited by hackers looking
for vulnerabilities in similar systems. In October 2020, a hacker learned
from two CVEs in Mercedes-Benz's and BMW’s infotainment systems
and exploited the same kind of vulnerability on Audi A7 2014 MMI’s
infotainment system. The original vulnerabilities and the subsequent
exploitations were due to improper handling of “format strings”, special
characters used by programming languages to insert text into a string.
The hacker’s ability to use CVEs to replicate a hack demonstrated how
vulnerabilities in one automotive component can lead to additional
exploitations on similar systems57.
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OEMs and Tier 1 & Tier 2 Suppliers with Recorded CVEs

OEMs
(EU)

24

OEMs
(USA)

15

OEMs
(APAC)

12

TIER 1

OEMs

11
Tier 1s

Source: Upstream Security

TIER 2

6
Tier 2s

To date, there have been 110 CVEs related to the
automotive industry, 33 in 2020 alone compared
to 24 in 2019
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Governments
Governments have also been impacted by automotive cyber attacks.
In May 2020, the Texas Department of Transportation was hit with
ransomware58, followed by another attack in July 2020 against
government transportation agency Trinity Metros59. This problem isn’t
only limited to the US; government organizations worldwide have been
targeted, such as The National Highways Authority in India60, Kenya's
NTSA services portal61, and Germany's military-run transport fleet62.

Connected Vehicle Service Providers
External service providers such as telematics service providers (TSP)
and fleet management systems (FMS) rely on software for tracking,
maintenance, and communications, which makes them an alluring and
particularly vulnerable target for hackers. FMS and TSP back-end servers
often enable users to run, analyze, and use vehicle-generated data, and
in some cases, even control vehicle systems, significantly increasing the
potential damage of any exploited vulnerability.
A TSP or FMS breach can also affect other stakeholders within the
ecosystem, such as OEMs and car fleets. In February 2020, Tracker, a
South African vehicle recovery company was hacked with ransomware,
disrupting access to its entire service and forcing the company to take
its systems offline. The company also operated a telematics server with
over one million subscribers, which may have also been compromised
in the attack63. Fleet management systems were also targeted in 2020.
In February 2020, sensitive information of 3,500 RailWorks Corporation
employees was exposed64. A month later, in March 2020, Fleetco was
targeted by hackers through remote code execution65.

Trucking, Logistics, and Delivery Fleets
Connected trucks are becoming more prevalent within the freight and
logistics industry, leading to more opportunities for hackers and cyber
criminals. These days, firewalls and passwords are no longer enough
to stop hackers, as demonstrated by the rising number of cyber attacks
against the trucking industry.
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In May 2020, US-based trucking company B-H Transfer was targeted.
Hackers deleted and encrypted company backup files, and it took the
company almost two weeks to restore its systems66. In Massachusetts,
a family-owned trucking company was targeted in April 2020, leading
to the release of sensitive data online and a week-long lockdown of
their system67. This isn't limited to the US; Toll Group, an Australian
transportation company, was hit with a ransomware attack that forced
the company to disable their systems after 1,000 servers were infected68.
Delivery fleets were also a prime target, especially during the COVID-19
pandemic when more consumers signed up for delivery services.
In March 2020, an underground hacking forum shared instructions
on how to crack consumer food delivery systems to gain access to
compromised accounts and redirect food orders69. Cyber criminals
also actively targeted e-commerce chains involved in food delivery. In
July 2020, online restaurant delivery service Foodora was breached,
releasing data linked to 727,000 accounts in 14 countries70. That same
month, Dunzo, a Google-backed delivery service in India was hacked,
compromising the company's databases71.

Smart Cities and Smart Mobility
The smart mobility ecosystem is rife with opportunities as well as
dangers as connectivity becomes more widespread. New intelligent
transportation innovations have been introduced with the goal of making
traffic smarter and improving safety, comfort, and traffic flow through
real-time data exchange. These systems communicate with traffic
lights, enable smart parking, include navigation systems, and more.
Though the technology is relatively new, hackers are already hacking
traffic lights and smart city systems. In August 2020, Dutch researchers
demonstrated how hackers could spoof traffic data to trick smart
traffic light systems by emulating a nonexistent cyclist approaching an
intersection in the app, changing the light to green for the “cyclist”72.
In February 2020, one hacker took control over connected parking
management systems after discovering multiple vulnerabilities73. That
same month, an artist deceived Google Maps’ navigation systems by
creating a virtual traffic jam with a wagon filled with 99 mobile phones
on a vacant Berlin street74. Another hack occurred in January 2020 when
a password-protected road sign in Kentucky was hacked, distracting
drivers with a lewd message75.

26

Within the smart mobility space, ride-sharing and ride-hailing services
are high-risk targets, especially as they continue growing in use and
popularity. These services hold data from thousands of unique users,
often including sensitive data such as credit card information. One of the
many incidents involving ride-sharing services took place in March 2020,
when fake accounts took over Russian car-sharing apps. The accounts
were sold for less than five thousand rubles (66 USD) and used stolen ID
and credit card information purchased on the dark web. One victim had
to pay 14 thousand rubles for a Mercedes that was rented in his name76.
Cyber attacks weren’t limited to car-based ride-sharing apps; in July
2020, Texas bike-sharing service BCycle found malware on its website,
allowing hackers to access users’ personal information77.
Ride-hailing apps were also targeted numerous times in 2020. In
March 2020, Israeli ride-hailing app Bubble Dan misconfigured the
server storing receipts generated by the app, exposing receipts with
the personal data of 50,000 users78. In July 2020, Egyptian ride-hailing
app Swvl was hacked in an attack that exposed passengers' personal
information, including emails and phone numbers79.

As cities become smarter, new intelligent
transportation innovations such as smart traffic lights,
parking, and navigation become higher risk targets
Also within the smart mobility ecosystem are autonomous (AV) and
electric vehicles (EV). Autonomous vehicles are classified from Level 0
systems that have no control over the vehicle but may sound warnings
or help in emergencies, all the way to Level 5 autonomous cars that don't
require human intervention at all. AV innovations are being introduced at
a fast pace by leading corporations such as Tesla, Uber, and Google, with
other manufacturers not far behind. AVs aren’t part of a distant future
- they’re already here and the market is growing quickly; the global AV
market is expected to reach $556 billion by 202680.
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While they are developed with a vision of creating safe roads in the
future, autonomous vehicles also expose road users to new cyber
threats and risks. Compromised vehicles are not like compromised
data, and can lead to physical danger and massive disturbances on
the road. In February 2020, hackers were able to manipulate an AV’s
camera systems and speed up the vehicle by 50 miles per hour81. At a
larger scale, such an attack by malicious actors could be devastating.
In June 2020, Tesla's autopilot system confused Burger King signs
for stop signs82, a vulnerability criminals could leverage to manipulate
the vehicle's recognition of traffic signs. In January 2020, researchers
investigated perceptual challenges that caused ADAS and autopilot
systems of autonomous vehicles to perceive phantom objects as real.
Researchers demonstrated such an attack on Mobileye 630 PRO and
Tesla Model X by fooling the car's ADAS and autopilot system to trigger
the brakes and steer into a lane with oncoming traffic83.

Autonomous vehicles are developed with a vision of
creating safe roads in the future, but they also expose
users to new cyber threats and risks
Electric vehicles are also vulnerable as they are controlled mostly
by electronic devices embedded within networks - all of which are
susceptible to cyber attacks. Cyber vulnerabilities are magnified in EVs
due to the unique risks associated with these vehicles’ battery packs. In
July 2020, a researcher reverse engineered Tesla's power improvements
and discovered that the battery management system (BMS) defined
the drive unit's power limit. The researcher was able to execute power
improvement upgrades and modify the BMS firmware to accept the
modified battery pack84. The following month, in August 2020, an EV
battery maker was hit by ransomware that compromised sensitive data
across multiple departments85.
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Insurance
Auto insurance is a $200 billion market86, and insurers are realizing
that the cyber-threat landscape can directly impact connected vehicle
automotive insurance premiums. Insurance companies can determine
which locations, vehicle type, component susceptibility, and more are
typically more prone to cyber attacks, and determine the insurance
costs based on those factors. Additionally, insurance fraud in the form
of hacks against dash cams and OBD dongles can impact insurance
claims. In a usage-based model, drivers could share driving behavior
using aftermarket devices to reduce their insurance costs. Bad actors
can leverage this by manipulating the data that insurance agencies rely
on to reduce their premiums.
Dash cam recordings are often used as evidence in insurance claims to
prove acts of theft, vandalism, or accidents. In July 2020, a hacker was
able to edit the metadata related to dash cam recordings, including the
logged data and location, and even replace the video itself87. Odometer
readings are also often used by insurance companies to determine a
driver's mileage and thus the cost of insuring the vehicle. In August
2020, thousands of vehicles were purchased with hacked odometers in
Utah, costing buyers thousands of dollars and even risking their safety88.

Insurance companies are realizing that
the cyber-threat landscape can directly
impact connected vehicle automotive
insurance premiums
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WHAT IS THE IMPACT?
Impact Breakdown 2010-2020

Data/Privacy breach
Car theft/Break-ins
Control car systems
Service/Business
disruption
Fraud
Manipulate car systems

Policy violation

Attack impact refers to the result of the attack. Many cyber incidents
can impact the target in multiple ways. As seen in the above chart
showcasing the impact of automotive cyber incidents from 2010
to 2020, 30% of incidents involved data and privacy breaches, and
28.14% involved car thefts and break-ins.

Source: Upstream Security

Location tracking
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Data & Privacy Breach
In 2020, the average cost of a data breach was $3.86 million89. Even
worse, the average time to identify and contain a breach in this
industry was 9 months. Numerous cases in 2020 involved unsecured
databases. In January 2020, motorcycle company Royal Enfield’s
misconfigured database revealed information of over 450,000
customers in India, including names, emails, phone numbers, and
encrypted passwords90. That same month, a backup database of
German car-rental company Buchbinder was found unsecured
online. The database contained 10 terabytes of data with personal
information of over 3.1 million customers in Germany, Australia, Italy,
Slovakia, and Hungary. The data included addresses, phone numbers,
and financial information, and 170,000 of the records also included
passwords for employees and online users91.
Numerous incidents involved leaked business and private user
information. In March 2020, Tesla's confidential documents were
leaked when a parts contractor was attacked92, and in June 2020, a
hacker was able to access Tesla's cloud IT service management tool
which could lead to the access of sensitive information such as a
map of the OEM's internal servers, IP addresses, and issues reported
to administrators93. As was seen in a number of significant cases
in 2020, data is often accessed by hackers to be sold for profit. In
August 2020, a particularly disturbing case was reported in which
DMVs (Department of Motor Vehicles) across the US sold drivers'
private data, including names, physical addresses, and car registration
information. The California DMV alone reportedly generated an annual
revenue of $50 million by selling this data94. Other cases include a
dark web marketplace that offered hundreds of thousands of private
data belonging to French motorists for €10 per identity, as reported in
August 202095, as well as an incident in India involving the data of 3.5
million users of the car rental platform Zoomcar. The data was sold
online for $300 two years after the hack took place, and was reported
in May 202096.

36%

OF INCIDENTS IN
2020 INVOLVED
A DATA AND PRIVACY
BREACH

31

Car Theft & Break-Ins
One of the leading impacts of cyber incidents over the past decade
was car thefts, which accounted for 28% of all incidents in 2020. Car
theft is a booming “business” among criminals, with rising numbers
reported worldwide. The UK reported a 60% rise in car thefts in
202097, including warnings from police departments of keyless thefts
following multiple incidents in the UK98. In September 2020, a gang
of thieves in India was arrested for stealing over 100 vehicles using
electronic devices99. In January 2020, two Toyota Tacoma trucks and
a Toyota 4Runner truck were stolen from driveways in Canada after
hackers allegedly reprogrammed the vehicles' keyless push start
ignition100. Car-sharing apps were also used to steal cars in 2020 as
seen by a February 2020 news report that stated that of the 200 auto
thefts reported to authorities in Washington D.C., more than 75 of the
victims used the car-sharing app Getaround to rent out their personal
vehicles and supplement their income101.

28%

OF INCIDENTS IN
2020 INVOLVED CAR
THEFTS AND/OR
BREAK-INS
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Keyless Car Thefts Are a Global Trend
All incidents below occurred in 2020

RUSSIA

POLAND

INDIA

A car theft gang stole luxury
vehicles worth over 30 million
rubles using tools such as
alarm disablers and devices
that imitate key-fob signals102.

A criminal network stole 34
vehicles worth $1.6 million
using keyless technologies.
Police were only able to
identify 13 vehicles, which
were dismantled into parts by
the thieves103.

4,118 vehicles were stolen,
including several hundred
Toyota Fortuner, Toyota Innova,
and Honda models. The thieves
used devices purchased in
China to unlock the vehicles and
start the engine104.

ENGLAND

SCOTLAND

USA

Together with his partner, a
former detective used relay
techniques and a £15,000
relay device to steal 10
vehicles worth £220,000105.

Police reported relay thefts
in multiple areas involving
various Ford models stolen
from driveways outside
homes. In Glasgow, 13 cars
were stolen in only two
days106.

More than 60 vehicles valued
at $1.2 million were stolen.
Investigators reported that a
crime ring hacked the vehicles'
computer systems to gain
access, start the engine, and
drive away107.

CANADA

MALAYSIA

LUXEMBOURG

Toronto police released
surveillance video of thieves
using a signal booster to steal
a Lexus from the owner's
driveway using a device that
captured the keyless fob's
signal in the house108.

Thieves reprogrammed the
keys of a Honda CRV parked
in a crowded mall's parking lot
and managed to drive away in
under a minute109.

A vehicle was stolen using
a keyless theft gadget. The
car owner was able to use a
smartphone app to track the
car, which was recovered in
France110.

KENYA
Thieves used jammers to jam
the signal as drivers locked
their cars with key fobs,
leaving car doors unlocked111.
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Control & Manipulate Car Functions
One of the most formidable aspects of a connected car is the potential
for a hacker to manipulate or control the car's functions. In February
2020, researchers detected 19 vulnerabilities in a Mercedes-Benz
connected vehicle. They gained access to the car's back-end servers
which led to remote vehicle control112. In March 2020, a vulnerability
enabled hackers to program a joystick to send steering commands using
FlexRay messages113. In October 2020, a hacker ran a video game on
the infotainment system of a Mercedes W203 and configured numerous
controls in the vehicle to enhance his gaming experience, including the
steering wheel, a dashboard gauge, and vehicle lights114.
Other attacks highlighted extremely dangerous threats with the potential
for disastrous consequences. In February 2020, a vehicle lessee who
had returned his car four years prior was able to log into the vehicle’s
mobile platform using old credentials from 2016, allowing him to lock
and unlock the car, start the engine, and track its location115. Then,
in May 2020, a hacker published the full content of a GitLab server
containing detailed information on a Mercedes OLU component that
simplified access and management of live vehicle data116. A few months
later, in August 2020, a Tesla car owner in China encountered a bug in
Tesla's app that displayed five other cars in Europe instead of the one he
owned, allowing him to view all of the details about each car and even
control them remotely117.

Financial Damage
Automotive cyber attacks can have direct or hidden financial
repercussions, many of which are extremely high. Direct costs include
recalls, production shutdowns, ransomware payments, and stolen
vehicles or accounts. In June 2020 Honda had to stop production in
a number of its plants due to a ransomware attack that targeted its
networks in Europe and Japan118. In February 2020, 1,000 servers of an
Australian transportation company were hit with a ransomware attack119.
The same company was targeted again in May 2020 with another
ransomware attack, forcing it to shut down some of its IT systems120.
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Hidden costs include stolen trade secrets, reputation damage, and
pirated vehicle upgrades and services. In August 2020, a former Google
engineer who helped build the company's autonomous vehicle unit
pled guilty to stealing trade secrets after transferring 14,000 files,
including product designs, to his personal laptop. He started his own
company, which was acquired by Uber, leading Google to sue Uber in
2017, claiming it had acquired the former engineer's company as a way
to access the stolen files121. Another case was reported in July 2020,
in which Tesla sued EV startup Rivian and four former employees over
allegedly stealing trade secrets through new hires122.
Damage to a brand’s reputation directly affects a company’s revenue,
though it can be difficult to quantify. A survey published in 2020 found
that 84% of consumers would not buy another car from a dealership if
their data had been compromised by a breach in the past123.

According to Upstream’s research,
of all publicly-reported incidents had
massive media exposure in outlets
with over 10,000,000 monthly viewers,
or had multiple articles published
mentioning the incident
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Pirated upgrades and service hacks represent lost revenue. With
connected vehicles, OEMs have the opportunity to create lower and higher
performance versions of the exact same car with only software, enabling
additional monetization with easy OTA updates. As a result, hackers try to
access the upgrades and premium services while avoiding the high costs.
While OEMs try to prevent this from happening by building systems that
can block these types of unapproved manipulations, this doesn’t deter
or stop hackers. In June 2020, a hacker demonstrated how to pair newly
installed batteries in Nissan Leaf while avoiding "invalid battery" trouble
code that reduces the car's performance124.
Assuming that other OEMs will continue using software-based
vehicle upgrade options, a massive market (both legal and on the
dark web) related to service/upgrade-related hacks is predicted.
Tesla, considered by some as one of the most advanced connected
vehicle OEMs, experienced first-hand the potential financial threat of
these unapproved upgrades; a legal case related to software hacking
was reported in June 2020, involving locked software upgrades
cracked and sold by Canadian company Ingenext125. One of the
modifications developed by Ingenext was called "Boost 50". At $1,458,
the modification claimed to shave up to half-a-second off the zeroto-60 MPH time when installed in some Tesla Model 3s. The company
also offered customers to upgrade Model 3 Dual Motor vehicles to
a Model 3 Performance, however this service was more invasive,
required professional hardware installation, and disabled the capability
to receive software updates from Tesla. Other unauthorized upgrades
included a tool created by researchers to enable steering control for
Tesla models without the autopilot feature126, and second-hand Tesla
owners who modified vehicles' software to restore features that Tesla
remotely disabled after the warranty or ownership expired127.
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03.
STANDARDS &
REGULATIONS
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Automotive cybersecurity is still a relatively new domain, developing
quickly to keep up with the fast-paced technological developments
in the industry and the increasing number of cyber incidents.
Unfortunately, traditional automotive safety regulations and security
standards did not sufficiently cover the cyber threats related to
modern-day connected vehicles.
While there were established sets of guidelines and best practices
for automotive cybersecurity, such as NHTSA’s “Cybersecurity Best
Practices for Modern Vehicles”128 and Auto-ISAC’s “Automotive ISAC
Best Practices”129, as well as localized frameworks such as Japan’s
“Approaches for Vehicle Information Security”130, China’s “National
Guidelines for Developing the Standards System of the Telematics
Industry”131, and the European Union’s “ENISA Good Practices for
Security of Smart Cars”132, they were not enough, as they were generally
received as suggestions rather than officially mandated requirements.

WP.29

As the number of connected vehicles on the road increases, more
cyber-related automotive vulnerabilities are anticipated. To curtail
the expected rise of cyber attacks against these connected vehicles,
governmental institutions and independent standardization bodies
have made an effort to not only suggest but to demand an increase
in ingrained cybersecurity measures from OEMs, component and
software suppliers, and mobility service providers.

A critical step in increased automotive
cybersecurity took place in the form of
the two new automotive cybersecurity
requirements adopted and drafted in
2020, namely the United Nations WP.29
CSMS and SUMS regulations133 and the
ISO/SAE 21434 standard134
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WP.29 IN PRACTICE
In a press release published on June 25, 2020, the UNECE explained
that “the two new UN regulations, adopted yesterday by UNECE’s World
Forum for Harmonization of Vehicle Regulations require that measures
be implemented across 4 distinct disciplines: Managing vehicle cyber
risks; Securing vehicles by design to mitigate risks along the value chain;
Detecting and responding to security incidents across vehicle fleet;
Providing safe and secure software updates and ensuring vehicle safety
is not compromised, introducing a legal basis for so-called ‘Over-the-Air’
(O.T.A.) updates to on-board vehicle software.”135 The first UNECE WP.29
regulation focuses on uniform provisions concerning the approval of
vehicles with regard to cybersecurity and cybersecurity management
systems (CSMS), where the second regulates vehicle software update
processes and software update management systems (SUMS).

The new automotive cybersecurity regulations will
likely affect millions of vehicles worldwide
According to McKinsey and GSA136, when looking at the current
passenger car market in the 10 largest countries regulated under
UNECE WP.29, the new regulations will likely affect millions of vehicles
worldwide. Ultimately, the regulations effectively make cybersecurity an
inviolable element of future connected vehicles.

Cyber-Threat Mapping
As part of the new regulation, OEMs will need to prove that their
cybersecurity management systems (CSMS) and processes effectively
deal with the identification, categorization, and remediation of threats
throughout a vehicle’s lifecycle. As such, Annex 5 of the WP.29 CSMS
regulation137 includes detailed descriptions of threats, and even goes
as far as to offer specific examples of potential attack methods. The
regulation lists 69 different attack paths due to 7 different cyber threat
and vulnerability categories: back-end servers, vehicle communication
channels, vehicle update procedures, unintended human actions,
external connectivity and connections, vehicle data/code, and potential
vulnerabilities due to insufficient hardening. The regulation then goes
deeper to list specific examples of potential attacks that could happen
for each category.
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Upstream’s analysts mapped and visualized publicly-reported automotive cyber
incidents from 2020 and found that every incident within the scope of the regulation
corresponded to at least one of the seven threat categories and correlated to one or
more of the attack examples listed in the regulation. Indicative of the inclusiveness
of the threat categories, many of the real-life incidents related to multiple threat
categories, some to six of the seven individual threat categories. This pairing of
Annex 5 threats with real-life cyber hacks and incidents highlights the very real need
for automotive cybersecurity measures and shows that the threats listed in the
regulation are not theoretical.

The pairing of WP.29 Annex 5 cyber threats
and vulnerabilities with real-life cyber hacks
and incidents highlights the very real need for
automotive cybersecurity measures

Back-End Servers

The regulation focuses on three specific elements of backend server threats: when the back-end server is used as a
means to attack a vehicle or to extract data, when services
from the back-end server are disrupted and affect the
operation of a vehicle, and when vehicle-related information
held on a back-end server is compromised or lost.

Threat #4.3.1.
Threats regarding
back-end servers
related to vehicles
in the field

Example 1.2 in the WP.29 regulation states “Unauthorized
internet access to the server (enabled for example by
backdoors, unpatched system software vulnerabilities, SQL
attacks or other means).” This threat was seen in a real-life
cyber incident in April 2020, when researchers reverseengineered a vehicle's TCU and gained full control of the
corporate network. By pulling out the SIM card from the TCU
and plugging it into a laptop, the researchers were able to utilize
the SIM's access to the telematics private APN, which was
connected to the telematics back-end using a VPN138. Another
incident occurred in August 2020, when a hacker reverseengineered his car’s VPN connection to contact Tesla’s home
server “Mothership”; a critical vulnerability in the server enabled
him to authenticate as any Tesla vehicle in the world to control,
get information, and send commands to those cars139.
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Vehicle Communication Channels
WP.29 includes eight detailed descriptions of threats related
to vehicle communication channels: potential spoofing of
messages or data, unauthorized manipulation of vehicle
code and data, unreliable or untreated messages that are
permitted, easily accessible sensitive information, potential
denial-of-service (DoS) attacks, privileged access for an
unprivileged user, viruses embedded in communication
media, and messages containing malicious content.

Threat #4.3.2.
Threats to vehicles
regarding their
communication
channels

Listed as attack example 6.2 is a “man in the middle attack/
session hijacking” which was seen in March 2020 when
hackers carried out a man-in-the-middle attack on the FlexRay
bus of an Audi to control the driver-assist steering abilities
of the vehicle140. Example 9.1 states “An unprivileged user is
able to gain privileged access”, which was seen in February
2020, when second-hand Tesla owners jailbroke their vehicles'
software to restore disabled or expired features141.

Update Procedures
The regulation lists 2 possible threats related to vehicle
update procedures: the misuse or compromise of update
procedures and the potential to deny legitimate updates.
Example 12.2, “Compromise of local/physical software
update procedures. This includes fabricating the system
update program or firmware”, which was seen in May 2020
when hackers updated the firmware of a vehicle to allow
self-driving features142, and in June 2020 when a Canadian
company hacked and sold Tesla's software upgrades143.

Threat #4.3.3
Threats to vehicles
regarding their
update procedures

41

Unintended Human Actions
The regulation clearly outlines the danger of unintentional
attacks initiated when legitimate actors take actions that
could unwittingly facilitate a cyber attack. One specific
attack example listed in the regulation is 15.2, “Defined
security procedures are not followed”, which occurred in
February 2020 when a vehicle lessee, who had returned his
car four years prior, was able to log into the vehicle’s mobile
platform using credentials from 2016. After logging into the
portal, he was able to lock and unlock the vehicle, start the
engine, and remotely track its location and current usage144.

Threat #4.3.4.
Threats to
vehicles regarding
unintended human
actions facilitating
a cyber attack

External Connectivity & Connections
WP.29 lists three possible threats related to a vehicle’s
external connectivity and connections: manipulation of
vehicle telematics, remote operation systems, and systems
using short-range wireless communications; the utilization of
3rd party applications in an attack; the utilization of devices
connected to external interfaces as a means to attack.

Threat #4.3.5
Threats to
vehicles regarding
their external
connectivity and
connections

Example 16.1 states “Manipulation of functions designed to
remotely operate systems, such as remote key, immobilizer,
and charging pile.” As highlighted earlier in this report, keyless
entry is the second-most common attack vector used in
attacks from 2010 to 2020. This was seen in an incident
reported in February 2020, when officers raided 21 locations
in the UK following 90 thefts of luxury vehicles worth £3-4
million. Police uncovered key-cloning equipment, signaljamming equipment, and devices used to produce new keys
for vehicles that were stolen145 Example 18.3, “Diagnostic
access (e.g. dongles in OBD port) used to facilitate an attack,
e.g. manipulate vehicle parameters (directly or indirectly)” was
also seen in a real-life cyber attack in February 2020 when a
researcher was able to display custom text and symbols on
the vehicle’s dashboard display using an Arduino connected
to the OBD port146.
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Vehicle Data/Code

Threat #4.3.6.
Threats to vehicle
data/code

The WP.29 regulation lists seven possible threats related
to a vehicle’s data and code: the extraction, manipulation,
and erasure of data/code, the introduction of malware, the
introduction of new software or an overwrite of existing
software, the disruption of systems or operations, and the
manipulation of vehicle parameters. Examples of threats
related to data and code include 20.4 “Data manipulation
to falsify vehicle’s driving data (e.g. mileage, driving speed,
driving directions, etc.)”, which was seen in July 2020 when
hackers reverse-engineered the content of a vehicle’s dash
cam and were able to edit its metadata, such as date,
location, and MP4 video content147.

Other Potential Vulnerabilities

Threat #4.3.7
Potential
vulnerabilities that
could be exploited
if not sufficiently
protected or
hardened

Six other possible threats are listed in the regulation under
“potential vulnerabilities": compromised or insufficiently
applied cryptographic technologies, compromised parts
or supplies, vulnerable software or hardware, vulnerable
network design, unintended data transfers, and the physical
manipulation of systems. Example 28.1 lists “Software
bugs. The presence of software bugs can be a basis for
potentially exploitable vulnerabilities. This is particularly
true if software has not been tested to verify that known bad
code/bugs is not present and reduce the risk of unknown
bad code/bugs being present”, which was seen in March
2020 when a vulnerability (CVE-2020-10558) in Tesla Model
3's browser enabled hackers to deny services in the car's
driving interface148 and also in March 2020 when a Bluetooth
vulnerability (CVE-2020-5551) was exploited to send
diagnosis messages149.
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Real Life Incidents Fall Into Multiple WP.29 Threat Categories
As emphasized earlier in this section, many real-life cyber incidents
correlate to more than one of the seven WP.29 cyber threat categories.
One standout incident from April 2020 showcased this compounded
threat level when a white-hat incident correlated to six of the seven
threat categories of Annex 5. In a massive investigation, cyber
researchers uncovered high-impact security flaws related to two of the
UK’s best-selling cars, Volkswagen Polo and Ford Focus, including a
vulnerability in the vehicles' infotainment software update process that
was used to hack the unit (correlating to “threats to vehicles regarding
their update procedures”)150. The researchers also discovered that the
infotainment unit used third-party software libraries that had known
security flaws (which relates to “threats to vehicles regarding their
external connectivity and connections” and specifically relates to attack
example 17.1 “corrupted applications, or those with poor software
security, used as a method to attack vehicle systems”).
The researchers also identified what is suspected to be a Wi-Fi
password from one of the vehicle’s manufacturing plants (which
highlights the threat of “potential vulnerabilities that could be exploited
if not sufficiently protected or hardened” with the specific attack
example 28.2 warning that “using remainders from development...can
permit access to ECUs or permit attackers to gain higher privileges”).
Using basic equipment, the researchers were able to hack the tire
pressure monitoring system and intercept the messages being sent
from the tires to the vehicle (which highlights the “threats to vehicles
regarding their communication channels” as well as “threats to
vehicles regarding their external connectivity and connections” with
the specific attack examples of 7.1 the “interception of information…”
and 16.3 “interference with short range wireless systems or sensors”).
The researchers also bought a second-hand infotainment unit and
discovered the previous owner’s personal details (showcasing the
“threats to vehicle data/code” with the specific attack example 19.2
“unauthorized access to the owner’s privacy information…”, the “threats
to vehicles regarding unintended human actions facilitating a cyber
attack” because 15.2 “defined security procedures are not followed”
with the erasure of the data prior to the sale, as well as the threat of
other “potential vulnerabilities that could be exploited if not sufficiently
protected or hardened” with 31.1 “information breach. Personal data
may be leaked when the car changes user…”).
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81.6%

84.7%

86.7%

89.8%

2020 Cyber Incidents Categorized by WP.29 Threats & Vulnerabilities

4.3.2 Threats to vehicles regarding
their communication channels
4.3.6 Threats to vehicle data/code

Source: Upstream Security

4.3.7 Potential vulnerabilities that
could be exploited if not sufficiently
protected or hardened
4.3.5 Threats to vehicles regarding
their external connectivity and
connections
4.3.1 Threats regarding back-end
servers related to vehicles in the field

4.1%

4.3.4 Threats to vehicles regarding
unintended human actions facilitating
a cyber attack

8.2%

11.2%

8.36%

4.3.3. Threats to vehicles regarding
their update procedures

Upstream’s research team analyzed automotive cyber incidents that occured in 2020,
correlating them to the seven threats presented in Annex 5 of the WP.29 regulation.
Some incidents fall into more than one threat category.

45

ISO/SAE 21434 IN PRACTICE
In 2016, SAE International, the professional association and standards
developing organization for engineering professionals, and ISO, the
International Organization for Standardization, an international standardsetting body composed of representatives from various national
standards organizations, came together to tackle the issue of setting
industry standards related to automotive cybersecurity.
Both organizations had individually worked on automotive safety and
security-related standards in the past; ISO 26262151 had previously
set functional safety standards, and SAE J3061152 set the foundation
for cybersecurity standards. When both organizations realized they
had a common goal, they came together with OEMs, ECU suppliers,
cybersecurity vendors, governing organizations, and over 100 experts
from more than 82 companies based in over 16 countries. A joint
working group was established to compose a deep and effective
global standard for automotive cybersecurity. The ISO/SAE 21434153
draft was created using four main working groups focusing on risk
management, product development, production, operation, maintenance,
decommissioning, and process overview.

ISO/SAE 21434 is a baseline for vehicle
manufacturers and suppliers to ensure that
cybersecurity risks are managed efficiently
and effectively
The standard was specifically developed to ensure the safety and
security of the ultimate road-user/driver, and as such, the determinant
levels of risk and corresponding cybersecurity measures are set based
on the final impact on the driver. The standard provides a standardized
cybersecurity framework, establishes cybersecurity as an integral
element of engineering throughout the lifecycle of a vehicle from the
conceptual phase all the way through decommissioning, ensures that
cybersecurity is considered in post-production processes (software
updates, service and maintenance, incident response, etc.), and calls
for effective methods of lessons learned, training, and communication
related to automotive cybersecurity.
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Threat Analysis & Risk Assessment (TARA)
The standard specifically requires OEMs to analyze threats and risks
throughout a vehicle’s lifecycle in order to determine the extent to which a
road user can be impacted by automotive cyber threats and vulnerabilities.
This process of “threat analysis and risk assessment” is called TARA,
which is done by calculating the impact and feasibility of cyber threats.
The ISO/SAE draft standard explains that one way to determine feasibility
is to use the CVE’s CVSS 3.X (Common Vulnerability Scoring System)
exploitability score, which has values that range between 0.12 (very low)
and 3.89 (high).
When looking at the average CVSS 3.X exploitability scores of 82
automotive-related CVEs recorded that include a CVSS 3.x scoring (since
2015 when the CVSS 3.X scoring method began), more than 75% of
the CVEs had CVSS exploitability scores that were graded as “medium”
and “high”, highlighting the high level of threat that many automotive
vulnerabilities carry.
Automotive CVE Attack Feasibility Ratings and CVSS Ver 3 Exploitability Scores
Medium

Low

Very Low

40%

37%

(2.00 - 2.95)

(2.96 - 3.89)

MEDIUM

5%

VERY LOW

(0.12 - 1.05)

Based on 82 automotive-related CVEs 2016-2020. Attack feasibility
ratings according to ISO/SAE 21434.

HIGH

18%
LOW

(1.06 - 1.99)

Source: Upstream Security

High
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THREATS TO THE AUTOMOTIVE SUPPLY CHAIN
An average connected vehicle is made up of hundreds of components,
many of which are software-based. Supply-chain vulnerabilities occur
when there are insecure components within a product’s supply chain
that could potentially be exploited by cyber criminals to hack the end
product (i.e., vehicle). Vehicles have complex supply chains involving
devices in multiple tiers; a vehicle contains Tier-1 components (such as
ECUs, the infotainment system, etc.) which contain Tier-2 components
such as chips, and so on. Any vulnerability in the supply chain places all
of its elements and the entire product at risk. Both the WP.29 regulation
and the ISO/SAE 21434 standard demand that along with the vehicle
itself, OEMs must ensure that the entire automotive supply chain is
secure. It is the OEM's responsibility to manage all risks associated
with contracted Tier-1 and Tier-2 suppliers, service providers, and other
related sub-organizations.
Some of the threats listed in Annex 5 of the WP.29 regulation are
directly related to Tier-1 and 2 component vulnerabilities, including
malicious internal (CAN) messages, the manipulation of functions
designed to remotely operate systems like remote keys, immobilizer,
and charging pile, as well as corrupted applications, both hardware or
software, that are engineered to enable an attack or fail to meet design
criteria to stop an attack.
Supply chain risks are not theoretical, and numerous incidents have
already occurred in 2020. As mentioned previously in this report, in
August 2020, over 300 vulnerabilities were found in 40 ECUs developed
by 10 different companies154. That same month, an information
disclosure and remote-code execution vulnerability was discovered in
the web server of a version of BlackBerry QNX software, widely used in
vehicle infotainment systems155.
In the next few years, as cybersecurity regulations and standards
become globally implemented and enforced, OEMs, Tier-1 and 2
suppliers, and mobility service providers will need to extend a concerted
effort to ensure safe and secure automotive products and services that
meet the expectations of regulators and consumers. Ultimately, the goal
of the standards and regulations, OEMs, and automotive cybersecurity
vendors are the same: to protect connected vehicles and especially
their drivers and other road users against the ever-growing and very real
threat of cyber attacks.
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WHAT IS THE DEEP AND DARK WEB?

Dark

Deep

Surface

While many think of the internet as a flat and global web, it also has
a certain level of depth, with multiple unindexed layers. The “surface”,
“open”, or “clear” web includes any content on the internet that is
publicly accessible with regular browsers and is indexed by search
engines. In contrast, the deep web contains unindexed content that
cannot be found by standard search engines, and includes online
forums that require registration (or even personal vouching) to access.
The dark web, which many classify as a part of the deep web, requires
special browsers like Tor or a P2P network like FreeNet to access
its content. The deep web also includes legitimate websites, such
as certain social media pages, messaging applications, and internal
credential-required sites, while the dark web is commonly (but not only)
linked to criminal activity and illegal marketplaces.

Automotive & cyber news
Verified researcher’s public blog/posts
Academic or research papers
Car enthusiasts/geeks forums
Social media
Code-Sharing websites
File-Sharing websites
Private social media groups
Private messaging apps
Paste sites
Private car-tuning forums
or hacking forums
Malicious paste sites
Illegal marketplaces
Imageboards
Closed hacking forums

Upstream monitors the deep and dark web for automotive cyber threats
and incidents as part of the company’s threat intelligence efforts. New
vulnerabilities are often published in the deep and dark web before their public
release; 75% of more than 12,500 CVEs were reported online before officially
entering the database156.
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The following incident originated in the deep and dark web before being publicly
exposed:
In May 2020, a hacker published the full content of a GitLab server that belonged to
Daimler and contained detailed information on a component that simplifies access
and management of live vehicle data. The server contained 580 repositories related
to the component, including images, code, detailed documentation, and development
environments. The hacker accessed the server by registering with a non-existent
corporate email and shared the information on multiple file-sharing sites. The story
was first published in the hacker’s Telegram channel but, a day later, it was publicly
reported on popular tech sites like ZDNet157.

The hacker’s
original Telegram
message was
published on May
17, 2020, a day
before the incident
was made public
and published in the
media.
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HOW IS THE DEEP AND DARK WEB USED?
There are numerous methods for engaging with content and other users
within the deep and dark web. Automotive-related content appears
throughout deep and dark web forums, marketplaces, messaging
applications, and paste sites.

Forums
Automotive-related forums in the deep and dark web often include
conversations and posts on chip tuning, engine tuning, infotainment
cracking, reverse engineering, vehicle software cracking, key-fob
modifications, immobilizer hacking, and the exchange of automotive
software. There are also many general hacking forums that include
automotive-related hacks.

Image taken from
an automotive
forum where a
member shares a
tool for ECU tuning.

52

Marketplaces
A darknet market is a commercial website that operates via browsers
such as Tor or I2P. They function primarily as black markets, selling
or brokering transactions involving drugs, cyber-arms, weapons,
counterfeit currency, stolen credit card details and credentials, forged
documents, and other illicit goods as well as the sale of legal products.
After discovering the location of a market, a user must register on the
site after which they can browse listings. Some automotive-related
dark web marketplace listings on the Empire and Genesis markets
offered vehicle-related “products” and services like forged documents,
credentials to access user accounts of smart mobility services (such
as OEM connected car services and shared mobility services), or stolen
credentials of automotive application users.

This is a screenshot
of the Genesis
marketplace, a dark
web marketplace.
Credit: Sixgill
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Messaging Applications
The use of mobile messaging apps for illicit activity has been on the
rise as more online activity moves to mobile devices. Users are actively
abusing popular mobile messaging apps such as Telegram, Discord,
Signal, and WhatsApp to share automotive hacking methods and ideas
and to trade stolen credit cards, account credentials, source-code, and
malware. These chat applications have become useful alternatives to
the secretive forums on the dark web.

This is a screenshot
of a private
Telegram channel
in which a hacker
posted a link to the
source- code of web
apps developed
for a governmental
department of
transportation.

?
DID
YOU
KNOW
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Articles and reports typically use the term “hacker”
to describe those who carry out black and white-hat
hacks; on the deep and dark web however, “threat
actor” is often the term of choice. “Hackers” are
technically-skilled and intentionally target and
hack technology or software, either for malicious
or research purposes. A “threat actor”, on the other
hand, does not necessarily have highly technical skill
sets and acts as a broker or middleman that engages
hackers for malicious reasons rather than being the
actual hacker who conducts the hacking activities.

Paste Sites

Deep and dark web paste sites are websites commonly used for sharing
code, allowing users to share plain text through public posts called
“pastes.” Paste sites are hosted on the deep web, meaning they’re
viewable in a regular internet browser, but most of the content is not
indexed by Google and other conventional search engines. Often,
users must use the site’s internal keyword search tool to find specific
content, or get paste links directly from other users. There are also
paste sites on the dark web that offer heightened anonymity through
a Tor browser, catering exclusively to illegal activity. For example, the
dark web’s DeepPaste has been used to host stolen credentials to OEM
applications, or source code for certain automotive components.

This screenshot
shows credentials
to a connected
car application
leaked in a paste
site along with the
owners’ names and
addresses.
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AUTOMOTIVE CYBER THREATS IN
THE DEEP AND DARK WEB
There are many automotive-related threats found and discussed in the
deep and dark web, including but not limited to:
and guides related to infotainment hacking, CAN-bus reverse
• Steps
engineering, chip tuning, and software hacks or illegal upgrades
sale or exposure of OEM-related information and credentials
• The
stolen in data breaches
and sales of tools for vehicle theft or modification,
• Discussions
including key signal grabbers, key-fob programmers, GPS jammers,
radar detectors, and more

• Hacks or fraud related to car-sharing or ride-sharing accounts
• Sales of fake driving licenses or automotive insurance
Top Automotive Topics Discussed on the Deep and Dark Web

INFOTAINMENT
HACKING

LEAKED
DATABASES

THEFT
TOOLS

SOURCE
CODE
LEAKS

ECU
TUNING

OEM
NETWORK
ACCESS

HACKED
ACCOUNTS

Source: Upstream Security

The visual above highlights the top automotive-related topics on the deep and
dark web. The size indicates the topic’s prevalence in forums, marketplaces, and
chats (the larger the circle, the more prevalent and frequent the topic is found
on the deep and dark web), and the color indicates the threat level of the topic,
where black is most severe, yellow indicates medium severity, and blue indicates
a low level of severity.

FORGED
DOCUMENTS
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Law enforcement agencies worldwide have made an effort to combat
the sale and trade of illicit content on the deep and dark web. In
September 2020, a coalition of law enforcement agencies across the
world announced the results of a coordinated operation known as
DisrupTor which targeted vendors and buyers of illicit goods on the
dark web. Operation DisrupTor was coordinated by Europol and Eurojust
and was composed of a series of separate but complementary joint
operations between law enforcement and judicial authorities of Austria,
Cyprus, Germany, the Netherlands, Sweden, Australia, Canada, the United
Kingdom, and the United States, all aimed at making a global impact on
the sale of illicit goods on the dark web; as a result, 179 vendors who
engaged in tens of thousands of sales of illicit goods were arrested
across Europe and the United States158.

REAL-LIFE DEEP AND DARK WEB
AUTOMOTIVE CYBER ATTACKS
This section reviews a number of automotive cyber attacks that were
exposed on the deep and dark web.
Please note: Identifiable company names or brand types were redacted
as they involve incidents discovered on the deep and dark web that have
not been publicly reported.

Tier 1 and Connected Car Service Provider
Affected by Source-Code Breach
A prominent hacker broke into a cloud-based service that a company used
for automatic code review. The hacker pulled code from the service and
obtained large parts of the company’s back-end source code. He later
posted on his personal Telegram channel that he published large parts
of the source code of a connected vehicle cloud platform installed in the
infotainment systems of millions of vehicles. The code was published on
GitLab and included more than 800 repositories of code from the system’s
back-end. Back-end applications usually contain the business logic behind
the code and thus reveal much about the way the company processes
information, sends requests to vehicles, and installs OTA updates. The
code was removed from GitLab after 24 hours, however, it seems that
other hackers were quick enough to download it, as Upstream analysts
later uncovered discussions on the dark web in which hackers shared the
removed code.
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Instances of leaked source code can have a severe and long-lasting
impact on software companies. The code might expose unregistered
patents that can fall into competitors’ hands and can impact future
relationships with customers and partners who may perceive the
unintentional leak as a threat. Additionally, malicious actors can uncover
software vulnerabilities in the exposed code and develop exploits to
attack the platform in production and the vehicles connected to it,
risking drivers, passengers, and other road users.

The image
shows the code
repositories
leaked to GitLab.

Car Owners’ Credentials Leaked on the Dark Web
A massive issue OEMs face is leaked car owners’ user credentials and
identity thefts. The following examples highlight two different ways that
criminals gained and used credentials leaked on the deep and dark web.
In one case, the credentials were given away for free and used to access
an OEM’s mobile app service. A hacker published more than 14 valid
user emails and passwords to an OEM’s mobile application service.
Some of the exposed email addresses also appeared in previous data
breaches unrelated to the OEM. One can assume that the hackers
behind the breach tried to verify if the credentials from the previous data
breaches were reusable on the OEM’s app.
In another case, credentials to an OEM’s app were published on a dark
web marketplace, offering stolen profiles that include website user
logins, passwords, digital fingerprints, logs, and cookies so that anti-fraud
systems wouldn’t block the buyer when attempting to use the credentials.
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A screenshot
from DeepPaste
showing the
email addresses
and passwords
that were
published in the
leak mentioned
as the first
credential leak
case. “Products”
represents the
vehicle model
owned by the
account.

Credentials of Truck Tracking Services for Sale
A deep web threat actor sold account credentials to access truck tracking
services with over 600 registered accounts and more than 200 active
customers. Companies typically use this type of service to monitor
and manage fleets of trucks. The actor sold credentials with admin
permissions and private information in the accounts (such as company
name, email addresses and phone numbers) for $4,000. Anyone with
access to these accounts could potentially gain remote visibility over
connected truck fleets by tracking the vehicles’ GPS locations, erase data,
disable or enable alerts from the fleet, manage users within the account,
and send messages to drivers from the system.
Such a hack can cause serious damage, from privacy issues and
disruption of companies’ business operations, to risking the lives of
drivers and even leading to large-scale attacks. Black-hat actors could
gain visibility into account details and look for accounts that manage

This screenshot
shows the message
that the threat actor
presented to the
forum.
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trucking fleets carrying expensive goods or dangerous chemicals like gas.
Criminals could monitor the location and route of the trucks to determine
a relevant time and area for an attack such as a massive robbery or a
terror attack in a crowded area via a truck with hazardous materials.

AUTOMOTIVE PLAYERS NEED TO MONITOR AND
UNDERSTAND THE DEEP AND DARK WEB
New automotive-related security vulnerabilities, data breaches of
sensitive information, and other automotive-related cyber threats are
consistently published and discussed on the deep and dark web. It is
crucial that stakeholders keep an eye out and monitor these areas of the
internet or risk severe gaps in their security posture. A key component in
ensuring that effective cybersecurity protections are in place within an
organization is knowing when and in what context an organization and
products are being mentioned, both publicly and in the deep and dark
web. The new WP.29 regulation as well as the ISO/SAE 21434 standard
demand in-depth threat intelligence; monitoring the deep and dark web
as part of the threat intelligence is integral.
Deep and dark web monitoring reduces the amount of time between
the first exposure of a cyber breach or vulnerability in the dark web and
its connection with a malicious stakeholder both within the framework
of the dark web or on the surface web where it can reach the masses.
It can also minimize the window of opportunity that criminals have to
make copies of the breached data to sell, and warns about the potential
exploitation of automotive partners, employees, key executives, and
customers.
By tracking and monitoring relevant forums, topics, and marketplaces in
the deep and dark web, vital players in the automotive ecosystem can
take actions to implement necessary cybersecurity measures to prevent
the next cyber incident.

60

05.

AUTOMOTIVE
CYBERSECURITY
SOLUTION
LANDSCAPE

61

Automotive cybersecurity has been recognized as vital by players
within the automotive ecosystem such as OEMs as well as by outside
regulatory bodies. As such, it is no surprise that a massive growth
is predicted in the automotive cybersecurity market, with McKinsey
predicting a rise from $4.9 billion in 2020 to $9.7 billion by 2030159.
The importance of effective automotive cybersecurity is clear - but what
does that look like in actuality?

SECURING THE VEHICLE’S ENTIRE LIFECYCLE
One of the primary requirements of the recent cybersecurity standards
and regulations is that the vehicle must be secured throughout its entire
lifecycle, namely during development, production, and post-production
phases. OEMs and other key stakeholders can accomplish this through
multiple avenues:

Security by Design
Security by design involves considering the security of a component or
software from the development phase. This is done by ensuring that all
vehicle components are designed, developed, and tested for security
vulnerabilities, and that any risks discovered are mitigated. While OEMs
are ultimately responsible for the security of their vehicle, all suppliers
in the supply chain need to adopt security-by-design practices as well.
In the UNECE press release for the WP.29 regulation, the organization
stated that the regulation requires cybersecurity measures implemented
across four disciplines, one in particular stating “Securing vehicles by
design to mitigate risks along the value chain.”160
According to a recent survey of 1,300 cybersecurity leaders, 65% of
businesses only consider cybersecurity after an attack has occurred
and it’s too late161. An SAE report revealed that only 47% of companies
assess vulnerabilities in the requirements and design phase or the
development testing phase162. On a positive note, there has been an
effort made in the IT realm to rectify this issue. IT security by design can
be seen with the concept of DevSecOps, which focuses on introducing
security earlier in the lifecycle of application development in order to
minimize vulnerabilities and bring security closer to the technological
and business objectives.
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Encouraging a similar security-by-design model within the OT automotive
space is highly recommended. Automotive components designed with
vulnerabilities often lead to costly recalls, some of which take years to
implement, leaving the vehicle and its users vulnerable. In 2015, hackers
compromised the 2009 Chevy Impala, and GM took nearly five years to
fully protect the vehicles from the hacking technique163. That same year,
Chrysler issued a recall of 1.4 million vehicles due to a similar hack164.
Security by design is particularly important for cars and components
that don’t support OTA updates. In October 2020, media outlets reported
a software glitch in Polestar 2 that couldn’t be resolved with an OTA
patch, forcing the company to recall 2,189 vehicles from customers
in Europe and China165. In August 2020, researchers discovered a
vulnerability in the Blackberry QNX software development platform
used in many vehicles’ infotainment systems and digital instrument
clusters166. While these incidents may have been prevented with
effective security by design, it is important to note that as a standalone
cybersecurity solution, security by design is not enough.

Implementing a Multi-Layered Cybersecurity Solution
The need for multi-layered security is well established in IT and
enterprise security. Networks are vulnerable to a growing number of
attack vectors and businesses are increasingly investing in improved
perimeter security, end-point solutions, cloud-security, internal
segmentation technology, and more. As highlighted by Gartner167,
traditional enterprise SOCs (Security Operation Centers) leverage
endpoint and network detection and response tools together with SIEM
solutions to manage (typically IT-related) cybersecurity events.
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SIEM

Endpoint
Detection and
Response (EDR)

SOC
Visibility
Triad

Network
Detection and
Response (NDR)

This Gartner-based enterprise SOC visibility triad highlights a
multi-layered approach to IT security.

Automotive cybersecurity is no different; OEMs, Tier 1s, TSPs, and other
stakeholders in the ecosystem must defend themselves against multiple
threats and attacks. There are a number of choices for multi-layered
automotive security, all of which protect against different types of attack
methods and attack vectors:
security protects the vehicle’s internal components and can
• In-vehicle
protect against close-proximity attacks and some remote attacks.

• ITend.network security fortifies the organization's IT network and backcloud security is used to detect and resolve cyber attacks
• Automotive
or misuse of smart mobility services, single and multi-vehicle attacks,
attacks on telematics and mobility services in hybrid or cloud-based
environments, and many of the attacks within the vehicle’s internal
network.
Each layer within the automotive infrastructure has its own unique
challenges, requiring unique protection methods at each layer. To ensure
effective cybersecurity, OEMs should employ a multi-layered approach,
and in conjunction with a SIEM solution, vehicle SOCs should utilize
purpose-built VDR (Vehicle Detection and Response) products.
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SIEM

Vehicle
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Detection and
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Modeled after the traditional IT and enterprise SOC, an effective
vehicle SOC includes a multi-layered cybersecurity solution, with an
automotive-specific VDR (vehicle detection and response) product.

Upstream offers a critical element of this multi-layered approach with
its C4 automotive cloud cybersecurity solution, a VDR product. Coupled
with an OEM’s IT, enterprise, and necessary in-vehicle security products,
Upstream helps complete the cybersecurity needs of the connected
vehicle.

Developing an Effective VSOC
Security operations centers (SOCs) are already consistently used in
many large enterprises to monitor IT networks. Now, as a result of
the rise and complexity of cyber attacks targeting OT networks such
as connected vehicles and their components, OEMs must develop
integrated vehicle SOCs (or VSOCs) to monitor, detect, and quickly
respond to cyber incidents to protect vehicles, services, fleets, and road
users. A VSOC, sometimes referred to as a “car SOC”, “mobility SOC”, or
“automotive SOC”, enables cybersecurity for the post-production phase,
and is a critical part in ensuring the security of connected vehicles and
the smart mobility ecosystem, allowing companies to monitor their
entire infrastructure and vehicles in real-time.
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An effective VSOC can:

• ingest data from various automotive-related feeds
• correlate between those various feeds
• utilize automotive-specific analytics to detect cyber threats
• detect cyber incidents in real-time
• activate mobility-specific playbooks
• operate 24/7
There are three recommended approaches to building a new VSOC:

COMBINE
Organizations with
an existing enterprise
SOC can expand it to
encompass mobility,
which would require
adding specific platforms
and changing operating
procedures.

CREATE
Organizations that are
just starting their SOC
journeys can create a new
and dedicated vehicle
SOC, which could also be
used as another avenue
for business innovation
and disruption by offering
services to OEMs.

CONTRACT
Organizations can
outsource the VSOC to a
managed security service
provider (MSSP) that
has automotive-related
security capabilities in
addition to IT security
capabilities.

Upstream’s automotive cybersecurity platform provides several
advantages as the vehicle detection and response (VDR) element of
a VSOC, with immediately-available detection capabilities, advanced
detection of known and unknown cyber threats, a functionality that
requires minimal staffing, and adaptive rules to the changing cyber
threat landscape. Whichever approach an organization chooses, a VSOC
is critical to implementing effective automotive cybersecurity solutions.
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TRACKING CYBER THREATS THROUGH
AUTOMOTIVE-SPECIFIC THREAT INTELLIGENCE
Along with a multi-layered cybersecurity solution, OEMs, Tier-1 and 2
suppliers, and mobility service providers should monitor threat intelligence
and compliment threat detection by utilizing external sources of data. This
would enable key stakeholders to better understand the threat landscape
specific to their connected vehicle environments. Ideally, one should utilize
threat intelligence that specifically targets the automotive and mobility
industries and offers a comprehensive feed of current threats along with
threats that were non-existent during vehicle development.
An advanced threat feed consisting of an option to track cyber incidents
discovered on the surface, deep, and dark web, would give OEMs and
other stakeholders a firm grasp of their cyber-related vulnerabilities and
enable them to take necessary actions before it’s too late.
Automotive cyber threat intelligence allows:

OEMs to:
Gain early detection
of cyber threats
against OEM assets

Avoid future warranty
issues by discovering
warranty and policy
violations early

Comply with
automotive
regulations and
standards demanding
in-depth threat intel

Manage reputational
risk before threats,
vulnerabilities, or
hacks go public

Build trust with
customers due to
increased awareness
of cyber threats

Monitor and manage
direct threats to the
automotive
supply chain

Gain insights into the
current threat posture
and benchmark it
against peers or
competitors in the
automotive industry

Tier-1 and 2 suppliers to:
Gain OEM and
purchaser trust
though more in-depth
component threat
monitoring

Avoid future warranty
issues by discovering
warranty and policy
violations early

Monitor popular
component-hacking
forums and chats
to track and
remedy component
vulnerabilities

Comply with
regulatory demands
by engaging with
and monitoring
vulnerabilities via
threat feeds
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CISOs to:
Monitor for leaked
organizational
email addresses
to detect potential
credential breaches
that can expose an
organization

Monitor and analyze
attacks on other
organizations to
develop defense
methods against
similar threats to
their own assets and
applications

Develop steps to
improve IT and
OT security and
implement the
right cybersecurity
measures within
cloud services and
corporate networks

Gain a more thorough
understanding of
the cyber threat
landscape to better
report cyber risks
and thus prioritize
action and allocate
resources and budget

Discover actors on
the dark web actively
selling access to
corporate networks

Monitor data dumps
that could contain
specific IP addresses

Discover insider
threats to an
organization

Monitor for leaked
intellectual properties
(such as products’ bill
of materials)

VSOC and threat analysts to:

Monitor chat
exchanges to gain
advanced notice of
new and emerging
threats

Detect, warn, and
offer next steps
with regards to data
breaches involving
private automotive
customer information

Stay abreast of
new vulnerabilities
or exploits being
sold in underground
marketplaces

Recognize and
monitor commonlypirated features and
illegal modifications

Prevent future
connected vehicle
cyber attacks
by disabling
compromised
accounts or notifying
their owners

Find new threats
that could disrupt
the organization’s
network, resources,
or business

Monitor vehiclerelated software
security issues to
issue necessary OTA
updates

Track automotiverelated zero-day
vulnerabilities and
exploit kits
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Insurance companies to:
Enable actuaries to
effectively measure
risk and evaluate
policy costs by
identifying primary
causes, locations,
and methods of
automotive breaches
and hacks

Detect popular
methods of insurance
fraud, such as the
manipulation of
connected vehicle
dashcams

Identify and
prevent warranty
and/or insurance
policy violations,
such as odometer
manipulation

Shared mobility and rental car stakeholders to:
Identify fraud
related to
identity theft

Detect the sale
of fraudulent carsharing/ride-hailing
user and driver
accounts

Spot malicious
vendors selling carsharing/ride-hailing or
rental user data

As the connected car ecosystem grows, so does the importance of
monitoring interactions and information through automotive specific
threat intelligence products like Upstream’s AutoThreat Intelligence.
Each player in the ecosystem has something to lose from a cyberattack,
and as such, every player should take the necessary steps to effectively
monitor and respond to cyber threats.

Monitor hacking
forums for methods
of stealing or
manipulating sharedmobility assets
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COMPLYING WITH AUTOMOTIVE
CYBERSECURITY REGULATIONS
As discussed in the Standards and Regulations section of this report,
new automotive cybersecurity standards and regulations have been
introduced in 2020. OEMs that do not comply will be at risk of losing
vital business and consumer trust.

Preliminary steps toward effective compliance include:
Performing an organizational gap
analysis to better understand the weak
spots based on risk assessments, and
correlating mitigation demands in the
WP.29 automotive cybersecurity regulation.
Upstream’s gap analysis assessment tool168
enables OEMs to see where they stand with
regards to regulatory compliance, and offers
a quick overview of areas that may need
more attention.

Upstream's WP.29 Gap Analysis Assessment tool

Completing an effective risk assessment
where automotive stakeholders can perform
a threat analysis and risk assessment
(TARA) as required by WP.29 and as
described in the ISO/SAE 21434 standard in
sections 8.3-8.9. Upstream offers a tool169
that allows organizations to analyze the
threats to their assets, calculate the total
cybersecurity risk based on the formulas
and matrices provided by the standard,
and generate PDF reports to document the
process and analysis.

Upstream's ISO/SAE 21434 Threat Analysis
and Risk Assessment (TARA) tool

Building an effective cybersecurity management system requires
an OEM to complete three main steps: learn, assess, and comply.
Upstream's online and in-person trainings, customized tools, and
cybersecurity products like Upstream C4 and AutoThreat Intelligence
help OEMs and other stakeholders through all three steps in the process,
leading them to compliance and to a safer and more secure vehicle.
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UPSTREAM AUTOMOTIVE CYBERSECURITY;
PROTECTING MILLIONS OF VEHICLES ON THE ROAD TODAY
Upstream Security offers a cloud-based automotive cybersecurity and data
analytics platform purpose-built for connected vehicles and smart mobility
services. Coupled with AutoThreat Intelligence, the ﬁrst automotive
cybersecurity threat intelligence feed, Upstream provides unparalleled
cybersecurity and data-driven insights, readily available and seamlessly
integrated into the customer’s environment.

Upstream C4

Cloud-based Automotive Cybersecurity
Leveraging existing data feeds and driven by multilayered
cloud-based cybersecurity architecture, deep protocol, big-data,
behavioral analysis expertise, Upstream C4 delivers the most
comprehensive automotive cybersecurity detection, automotive
data aggregation and normalization, and easy-to-use tools for
unprecedented protection, control, and regulatory compliance.

AutoThreat Intelligence

Automotive Cyber Threat Intelligence
AutoThreat Intelligence enhances the automotive threat
landscape visibility and allows users to comply with automotive
cybersecurity regulations with domain expertise speciﬁc to the
automotive industry. AutoThreat Intelligence provides users with
domain-speciﬁc context for trends to monitor, insight into how
automotive threat-actors behave, and an indication of where one
is most vulnerable to a cyber attack.

Vehicle SOC (VSOC)

Vehicle Security Operations Center
Upstream helps OEMs and smart-mobility service providers
design and implement a Vehicle SOC and an effective
cybersecurity management system (CSMS) using Upstream C4 a
cloud-based vehicle detection and response product (VDR)
designed with automotive-speciﬁc context to power vehicle and
mobility SOCs.
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The standards and regulations
are a much-needed wake-up
call to an issue that has been
growing since the inception
of the connected vehicle. At
Upstream, we’ve been working
on a cybersecurity solution
for years, and we’re already
helping OEMs and other smart
mobility services comply
with the new requirements to
become as secure as they
can possibly be.
Yonatan Appel,
Upstream Co-Founder & CTO
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ABOUT UPSTREAM
Upstream Security offers a cloud-based automotive cybersecurity
and data analytics platform purpose-built for connected vehicles and
smart mobility services. Upstream’s platform fuses machine learning,
data normalization, and digital twin profiling technologies to detect
anomalies in real-time using existing automotive data feeds. Coupled
with AutoThreat Intelligence, the first automotive cybersecurity threat
intelligence feed, Upstream provides unparalleled cybersecurity and
data-driven insights, readily available and seamlessly integrated into
the customer’s environment.
Upstream is privately funded by Alliance Ventures (Renault, Nissan,
Mitsubishi), Volvo Group, Hyundai, Nationwide Insurance, Salesforce
Ventures, CRV, Glilot Capital Partners, and Maniv Mobility.
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